DrayTek metfast’

DrayTek’den Palo Alto’ya IPSec VPN Tiineli Olusturma

Draytek

VPN and Remote Access >>LAN to LAN!a gidin ve indexlerden herhangi birine tiklayin.
Bu boliimde asagidaki parametreleri yapilandiracagiz:

=  Profil Adi: VPN_DR_PA

= Profili etkinlestir

= Call Direction: Dial-Out'u se¢in

»  Tunnel Mode: Always on’u segin

= VPN Dial-Out Through: Once WAN1'i se¢in ve WAN baglant1 noktasinin IP adresini segin.

Profile Index : 2
1. Common Settings

Profile Name |[VPN_DR_PA 23] Call Direction O Both @ Dial-Out O Dial-in
Enable this profile Tunnel Mode O GRE Tunnel
Always on

VPN Dial-Out Through

WAN1 First N
1-113.190.242. v
Netbios Namin;acket ®pass O Block
Multicast via VPN Opass @ Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Idle Timeout -1 second(s)
[J Enable PING to keep IPsec tunnel alive
PING to the IP

Dial-Out Ayarlarim Yapilandirma
Bu boliimde asagidaki parametreleri yapilandiracagiz:

= Type of server | amk calling : IPSec Tiineli IKEv1'i segin

* VPN i¢in Sunucu IP/Ana Bilgisayar Adi: Palo Alto'nun WAN IP adresini girin.

» IKE Kimlik Dogrulama Y 6ntemi: Pre-shared Key’l segin ve yanindaki kutuya parolay1 girin. (Palo Alto tarafi
icin ayni sifreyi girmek i¢in bu sifreyi unutmayin)

= IPSec Giivenlik Yontemi: High(ESP) kutusunu isaretleyin ve kimlik dogrulamali 3DES'i segin.

* Ardindan Advanced’e tiklayin,

2. Dial-Out Settings
Type of Server | am calling

Username g

O ppPTP Password Max: 15 characters

@ 1Psec Tunnel IKEv1 e PPP Authentication PAP/CHAP/MS-CHAP/MS-CHAPv2

O 1Psec EAP V] Compression on Off

O L2TP with IPsec Policy None

O SSL Tunnel IKE Authentication Method

@® Ppre-Shared Key

Server IP/Host Name for VPN. IKE Pre-Shared Key
(such as draytek.com or 123.45.67.89) o Digital Signature(X.509)

11316193 peer ID None
Server Port (for SSL Tunnel): 443 Local ID

Alternative Subject Name First
O Subject Name First
Local Certificate None

IPsec Security Method

O Medium(AH)

® High(ESP) 3DES with Authentication ~ ~
Advanced

Schedule Profile
None ~, None ~ , None ~ |, | None ~
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IKE Advanced ayarlar paneli goriiniir, asagidaki parametrelerle yapilandiracagiz.
IKE phase 1 modu (IKEv1): main modu se¢in

IKE phase 1 proposal: 3DES_MD5_G2'yi se¢in

IKE ifade 2 proposal: 3DES_MD5'i segin

IKE phase 1 key lifetime: 28800

IKE phase 2 key lifetime: 3600

Perfect Forward Secret: disable segin.

Kaydetmek i¢cin Tamam" tiklayin.

A Notsecure | 113.190242]J1

KE advanced settings
IKE phase 1 mode(IKEv1) ©® Main mode O Aggressive mode
IKE phase 1 proposal 3DES_MD5_G2 v
IKE phase 2 proposal 3DES_MD5 v
IKE phase 1 key lifetime (900 ~ 86400)
IKE phase 2 key lifetime 3600 (600 ~ 86400)
Perfect Forward Secret @ pisable O Enable
Local ID
OK Close

Note:

If you select "Auto" as IKE phase 1 proposal, router will send the following proposals sequentially to negotiate with the remote site:
1. AES256_(SHA256/SHA1/MD5)_G14

2. AES256_(SHA1/MD5)_G5

3. AES192_(SHA1/MD5)_G14

4. AES128_(SHA1/MD5)_G5

5. 3DES_(SHA1/MD5)_G5

G1= Groupl, 786 bit / G2= Group2, 1024 bit / G5= Group5, 1536 bit / G14= Group14, 2048 bit

TCP/IP Ag Ayarlarim Yapilandirma

Bu boliimde asagidaki parametreleri yapilandiracagiz:

Uzak Ag IP'si: Palo Alto'nun LAN IP'sini yazin
Uzak Ag Maskesini se¢in

Yerel Ag IP'si: Draytek'in LAN IP'sini girin
Yerel Ag Maskesini se¢in

Tamam' tiklayin.

5. TCP/IP Network Settings

My WAN IP

Remote Gateway IP
Remote Network IP
Remote Network Mask
Local Network IP
Local Network Mask

0.0.0.0

0.0.0.0

10.146.41.1
255.255.255.0/24 ~
192.168.4.1
255.255.255.0 /24 ~
More

RIP Direction Disable v
From first subnet to remote network, you have to do
Route v

[J 1Psec VPN with the Same Subnets

[J Change default route to this VPN tunnel ( Only active if
one single WAN is up )

LAN-to-LAN Profilleri paneline geri doniin ve yeni olusturulan dizin profili i¢in Etkinlestir'i se¢in ve bu profili
etkinlestirmek i¢in Tamam'a tiklayin.
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Palo Alto PA-220

Zone Olustur

VPN baglantilar1 i¢in zone olusturmamiz gerekiyor.
Olusturmak i¢in Network > Zones'e gidin.

Ekle'ye tiklayin ve asagidaki bilgilere gore olusturun:

= Isim: VPN
= Type: Layer3
= Tamam" tiklayin.

Zone

Name VPN [ User Identification ACL

Log Setting None = [_| Enable User Identification

Zone Protection
Zone Protection Profile None w

|_| Enable Packet Buffer Protection Add @

Users from these addresses/subnets will not be identified.

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayin.

Adres Nesnesi Olustur

Palo Alto ve Draytek cihazlarinin 2 LAN katmani i¢in Adres Nesnesi olusturacagiz.
Olusturmak i¢in Object > Adresler'e gidin.

Ekle'ye tiklayin ve asagidaki parametrelere gore olusturun.

Type Layer3 - l.‘ Include List
- Interfaces ar -1'5.' > ‘ i :‘: :,:" T ‘ v
Snd @
Users from these addresses/subnets will be identified.
M| Exclude List
Sl @ slect an aldfess ot address group oF type I o
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Palo Alto LAN':

= [sim: PA LAN
= Type: IP Netmask

= Tamam' tiklayin.

Address

Name PA_LAN 2=
Description
Type 1P Netmask w  10.146.41.0/24 Resolve

Enter an IP address or a network using the slash
192,168.80.0/24). You can also e
2001:db8:123:1::1 or 2001:db8:123:1::/64)

notation (Ex. 192.168.80.150 or

v6 address or an 1Pv6 address with its prefix (Ex

Draytek_LAN:

= Isim: Draytek LAN
= Type: IP Netmask
= Tamam" tiklayin.

Address
Name Draytek_LAN
Description

Type IP Netmask ¥ 192.168.4.0/24

Enter an IP addressor a r
192,168.80.0/24). You can a

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayin.
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Tunnel Interface Olustur

Olusturmak i¢in Network > Interface > Tunnel'e gidin.
Ekle'ye tiklayin ve asagidaki bilgilere gore olusturun:

= Interface Name: tunnel — 2
= Virtual Router: Yok

= Security Zone: VPN

= Tamam' tiklayin.

Tunnel Interface ®

Interface Name
Comment

Netflow Profile None v
Config | IPv4  IPv6  Advanced

Assign Interface To
Virtual Router | None

Security Zone | VPN v

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklaymn.

Virtual Routers Olusturun

Sanal Yonlendiriciler olusturmak igin Network > Virtual Routers > Ekle'ye gidin ve asagidaki bilgilere gore
yapilandirin.

Router Sekme Ayarlari:

= [sim: VR1
= General : Ekle'ye tiklayin ve vlan portlarini (LAN portu), ethernetl/1 (internet portu) ve tiinel.2'yi (VPN
baglantisi i¢in kullanilan tiinel) segin.

Virtual Router - VR1 (V)|

Router Settings Name VR1 2=]
paans General | ECMP
Redistribution Profile .l Interf Administrative Distances
RIP [F] ethernet1/1 Static | 10
OSPF [”] tunnel.2 Static IPv6 | 10
OSPF Int | 30
0SPFv3
OSPF Ext | 110
BGP OSPFv3 Int | 30
Multicast OSPFV3 Ext | 110

IBGP 200
EBGP 20
RIP 120
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Static Route > IPv4:

Statik yollar eklemek i¢in Ekle'ye tiklayin ve agagidaki bilgileri doldurun:

= Isim: VPN _PA 2 Draytek
= Destination: Draytek_LAN
= Interface: tunnel.2

= 2 kez Tamam" tiklayin.
Virtual Router - Static Route - [Pv4

Name VPN_PA_2_ Draytek
Destination Draytek_LAN
Interface tunnel.2
Next Hop None
Admin Distance
Metric 10
Route Table ' Unicast

() path Monitoring

Failure Condition ‘®) Any Preemptive Hold Time (min) 2

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayn.
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IKE Kripto Olustur

VPN baglantisi icin IKE Crypto yani Phrase 1 olusturacagiz.

/'—__f\

net

Olusturmak igin Network > IKE Crypto'ya gidin ve Ekle'ye tiklayin ve asagidaki bilgilere gore olusturun:

= [sim: VPN_PA 2 Draytek Phrasel
= DH Grubu: grup2

= Sifreleme: 3des

= Kimlik dogrulama: md5

= Key Lifetime :Seconds — 28800

= Tamam' tiklayin

IKE Crypto Profile ®

Name VPN_PA_2_Draytek_Phrasel

[¥]/ group2 @'Sdes

.’ Authentication Timers
@) mds Key Lifetime Seconds
28800

Minimum lifetime = 3 mins

IKEv2 Authentication 0
O Add @Delete O (3] Multiple

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayim.
IPSec Crypto'yu yapilandirin

IPSec Crypto olusturmak i¢in Network > IPSec Crypto'ya gidin ve Ekle'ye tiklayin.
Asagidaki parametrelere gore yapilandirin:

= Isim: VPN_PA 2 Draytek Phrase2
= [PSec Protokolii: ESP

=  Sifreleme: 3des

= Kimlik dogrulama: md5

= DH Grubu: no-pfs

= Lifetime: Second — 3600

= Tamam' tiklaymn

Heem o o T lgEE e o o

B Add @ Delete © e @ Add @bDelete O c

2=}

ast
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IPSec Crypto Profile

Name VPN_PA_2 Draytek_Phrase2
IPSec Protocol ESP v DH Group  no-pfs

.} E tion Lifetime Seconds W 3600

7} 3des Minimum lifetime = 3 mins
(J Enable

Lifesize MB

@ Add @Deete O

] Authentication

) Add @ Delete €311 o

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayin.
IKE Gateway olusturun

Olusturmak igin Network > IKE Gateways'e gidin ve Ekle'ye tiklayn.

Asagidaki parametrelere gore yapilandirin

Genel:

= Isim: VPN _PA 2 Draytek IKE

= Siirim: IKEv1 only mode

= Adres Tiiri: [Pv4

= Arayiiz: ethernetl/1 (Palo Alto'nun WAN portu)

*  Yerel IP Adresi: Yok

= Peer Addres : 113.190.242.x

» Kimlik Dogrulama: Pre-shared key

= Pre-shared key : baglant1 sifresini girin (bu sifre Draytek'te ayarlanan sifre ile ayni olmalidir)
= Pre-shared keyi onaylayin: baglanti parolasini yeniden girin.
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IKE Gateway

General | Advanced Options

Name
Version

Address Type
Interface

Local IP Address
Peer IP Address Type

Peer Address

Authentication

Pre-shared Key
Confirm Pre-shared Key

Local Identification

Peer Identification

Gelismis secenekler:

destek@netfast.com.tr satis@netfast.com.tr

® P

VPN_PA_2_Draytek_IKE
IKEv1 only mode

® IPv4 IPv6

ethernet1/1
None
FQDN

113.190.242
® Pre-Shared Key

None

None

Exchange Mode: select main
IKE Kripto Profili: VPN_PA_2 Draytek Phrasel

Tamam' tiklayin.

Dynamic

! Certificate
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IKE Gateway

Advanced Options

Common Options
| Enable Passive Mode
| Enable NAT Traversal

IKEv1

Exchange Mode main
IKE Crypto Profile VPN_PA_2_Draytek_Phrasel

| Enable Fragmentation
Dead Peer Detection
Interval ' 5

Retry ' 5

Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayin.
IPSec Tiinelleri Olusturun

Simdi Draytek cihazi ile VPN baglantisi olusturmaya baslayacagiz.
Olusturmak i¢in Network > IPSec Tunnels’e gidin ve Ekle'ye tiklayn.
Asagidaki bilgilerle olusturun.

General Sekmesi:

= Isim: VPN _PA 2 Draytek

» Tiinel Arayiizii: tunnel.2

= Tir: Auto Key

= Adres Tiirti: [Pv4

= IKE Gateway: VPN_PA_2 Draytek IKE

= IPSec Kripto Profili: VPN_PA_2_Draytek Phrase?
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IPSec Tunnel

General

Name VPN_PA_2_Draytek
Tunnel Interface tunnel.2

Type (® Auto Key Manual Key GlobalProtect Satellite
Address Type (®) IPv4 IPv6
IKE Gateway VPN_PA_2 Draytek_IKE

IPSec Crypto Profile VPN_PA_2_Draytek_Phrase2

__| Show Advanced Options

Proxy IDs Sekmesi:
Ekle'ye tiklaym ve asagidaki bilgileri yapilandirin:

= Proxy ID: Peer-1

= Local: 10.146.41.0/24

= Remote: 192.168.4.0/24
= Protokol: Any

= 2 kez Tamam" tiklayin.

Proxy ID

Proxy ID Peer-1
Local 10.146.41.0/24
IP Address or IP/netmask, only needed when peer requires it.

Remote 192.168.4.0/24

IP Address or IP/netmask, only needed when peer requires it.

Protocol | Any
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IPSec Tunnel

General | ProxyIDs

M| Proxy ID Local | Remote
[ Peer-1 10.146.41.0/24 192.168.4.0/24 any

Sad O

metfast’

IPSec Tiinellerini olusturduktan sonra yeni olusturdugumuz tiinele tikliyoruz ve bu tiineli etkinlestirmek i¢in Enable

tikltyoruz.
Yapilandirma degisikliklerini kaydetmek i¢in Kabul Et ve Tamam'a tiklayin.

Policy Olustur

Palo Alto'nun LAN katmanindan gelen trafigin Draytek'in LAN katmanindan gegmesi igin tersi yonde bir policy

olusturmamiz gerekiyor.

Policy olusturmak i¢in Policies > Security'e gidin ve Ekle'ye tiklayin.

Asagidaki bilgilerle Palo Alto'nun LAN katmanindan gelen trafigin Draytek'in LAN katmanindan ge¢mesine izin

veren bir policy olusturun:
General Sekmesi:

= Isim: VPN_PA Draytek
= Kural Tiirti: universal (default)
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Security Policy Rule
General Destination | Application | Service/URL Category

Name VPN_PA_Draytek
Rule Type universal (default)

Description

Tags

Group Rules By Tag None
Audit Comment

Audit Comment Archive

Source Sekmesi:

= Source Zone: Ekle'ye tiklayin ve Trust-Layer3'i se¢in (Bu, LAN katmaninin bolgesidir)
= Source Address: Ekle'ye tiklayin ve PA_ LAN'1 se¢in (PA_LAN, daha 6nce olusturdugumuz Adres Nesnesidir)

Security Policy Rule

Source Destination | Application | Service/URL Category

I 24 Trust-Layer3

Add @ Delete Add G Delete

5] Negate
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Destination Sekmesi:

= Destination Zone: VPN
= Destination Address: Draytek-LAN (baslangigta olusturulan Adres Objesidir)

Security Policy Rule

General | Source Destination | Application | Service/URL Category

1" g VPN Ky Draytek_LAN

Add @ Delete Add @ Delete

|| Negate

Actions Sekmesi:

= Action: Allow'u seg¢in.
= Tamam' tiklayin.

General | Source Destination | Application | Service/URL Category
Action Setting Log Setting
Action Allow v || Log at Session Start
Send ICMP Unreachable v Log at Session End
Log Forwarding None v
Other Settings

Profile Setting Schedule None v
Profile Type None e QoS Marking None v

|| Disable Server Response Inspection
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Ardindan, Ekle'yi tiklatacagiz ve trafigin Draytek'in LAN katmanindan Palo Alto'nun LAN katmanina asagidaki
bilgilerle gitmesine izin veren bir policy olusturacagiz:

General Sekmesi:

= [sim: VPN Draytek 2 PA
= Kural Tirt: universal (default)

Security Policy Rule
General Destination | Application | Service/URL Category

Name VPN_Draytek_2_PA
Rule Type universal (default)

Description

Tags

Group Rules By Tag None

Audit Comment

Audit Comment Archive

Source Sekmesi:
= Source Zone: Ekle'ye basin ve VPN'i se¢in

= Source Addess: Ekle'ye tiklayin ve Draytek LAN'1 se¢in (Draytek LAN, daha 6nce olusturdugumuz Adres
Nesnesidir)
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Security Policy Rule

General | Source Destination | Application | Service/URL Category

AAARAAAAAAAANA

@5, Draytek_LAN

Add @ Delete Add @ Delete

|| Negate

Destination Sekmesi:

= Destination Zone: Trust-Layer3 (LAN katmaninin bdlgesi)
= Destination Address: PA-LAN (Baslangigta olusturulan Adres Objesidir)

Security Policy Rule
General | Source Destination | Application | Service/URL Category | Actions

select M Any
.’D&shnabonZone ‘.‘ Destination Address

Trust-Layer3 PA_LAN
53

Add @ Delete Add @ Delete

’:\ Negate

Action Sekmesi:

= Action: Allow'u seg¢in.

= Tamam' tiklayin.
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Security Policy Rule

General Destination

Action Setting
Action | Allow

Send ICMP Unreachable

Profile Setting

Profile Type None

Sonuc¢

Application

metfast’

Service/URL Category | Actions

Log Setting
_| Log at Session Start

(V| Log at Session End

Log Forwarding None

Other Settings
Schedule None
QoS Marking None

Disable Server Response Inspection

Sonuglar1 Palo Alto cihazinda kontrol etmek i¢in Network > IPSec Tiinnels'e gidin.

Tiinelde 2 durum noktasi ve yesil IKE Gateway gorecegiz, bu da VPN baglantisinin basariyla kuruldugu anlamina

gelir.

Interface

eshernet1/1

1] teame Tyoe Local 1P

Auto Key

Auto Key ethernet1/1

Vimal Router Virtual System Securty Zoce

Status
]
™

Draytek cihazina gecin, VPN and Remote Access > Connection Management boliimiine giderek VPN baglantisinin

basarili olup olmadigini kontrol edebilirsiniz.

VPN baglantisinin kuruldugunu, baglantinin durumunu, ne zaman baglandigini vb. goreceksiniz.

VPN Connection Status
All VPN Status LAN-to-LAN VPN Status

Remote Dial-in User Status

VPN Type Remote IP
il IPsec Tunnel
( VPN_DQCD9 ) 3DES-MDS Auth

2 IPsec Tunnel
( VPN_DR_PA ) 3DES-MDS5 Auth

203.205.26,
via WANI

113.161.93
via WAN1

Virtual Tx Tx Rx Rx

Network  Pkts Rate(bps) Pkts Rate(Kbps) JPTIMe
172.16.20.1/20 37106 712 168464 1528 30:7:15 Drop
10.146.41.1/24 0 0 223 1120 0:11:40 Drop

xxxxxxxx : Data is encrypted.
xxxxxxxx : Data isn't encrypted.
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