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CYBEROAM VE DRAYTEK ARASINDA IPSEC TUNNEL

Bu makale, Cyberoam router ve Vigor router arasinda [Psec VPN tiinelinin nasil kuruldugunu gostermektedir.
Cyberoam Ayarlar

1. OBJECTS >> Hosts >> IP Host sekmesine gidin. Host eklemek i¢in asagidaki adimlari takip edin:
e Type i¢in Network’ii secin.
e IP Address and Subnet’deVigor Router’in LAN IP’sini ve Subnet Mask’1n1 girin.
o Kaydetmek i¢in OK’a tiklayin.

Add IP Host "

Mame = viger

IF Family * 5 Ipvd O IPvS
Type * IF ® Network ' IP Range L0 IP List
IP Address = 192.168.6.0 Subnet | /24 (255.255.255.0) ¢
1P Hest Group IP Host Group T
014 Cancel

2. VPN >> Policy sekmesinde policy ekleyin. Encryption Algorithm, DH Group (Key Group) ve 1. ve 2.
Phase’lerin Anahtar Key Life’in1 istediginiz gibi yapilandirin ayrica Vigor Router'in uyumlu bir yapilandirmaya
sahip olmas1 gerekir.

General Settings
MName* |vigorz91iz

Description

Allow Re-kaying i Enable

Key Negotiation Trles* 3 Sat O for unlimited number of nagotiation trias

Authentication Mode*

# Main Mode 0 Aggressive Mode

Pass Data In Compressed Format ~ Enable
Phase 1
Encryption Algerithm*  AES256 M Authentication Algorithm*®  MDS M
Encryption Algorithm  AES256 v Authentication Algorithm  SHAI v #=
DH Group (Key Group)*® .1 (DH768) 2 (DH1024) L5 (DH1536) 114 (DH2048) 115 (DH3072) /18 (DH40986)
Key Life* 3500 Seconds
Rekey Margin® 120 Seconds
Randomize Re-Keying Margin By* g %
Dead Peer Detection Enable
Check Peer After Every Seconds
‘Wait For Response Upto Seconds
Actlon When Peer Unreachable  Hold
Phase 2
Encryption Algerithm®  AES256 . Authentication Algorithm*  MD5 -
Encryption Algorithm  AES256 v Authentication Algorithm  SHAI - )=
PFS Group (DH Group)* | None .
Key Life* 3800 Seconds
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3. VPN >> IPsec >> Connection sekmesine gidin ve asagidaki bir profil ekleyin:
e General Settings’de profile bir isim girin.
o Connection Type igin “Site-t0-Site” segenegini se¢in.
e Policy’e dnceki adimda olusturulan policy’i girin.
e Authentication Details’de Authentication type’i “Preshared Key” olarak ayarlayin ve bir Key girin.
e Endpoints Details’de Local i¢in Vigor Router’daki WAN Interface’sini segin.
e Remote i¢in Vigor Router’in WAN IP’sini ya da domain adini girin.

| Failover Group |

General Settings

Name* VPN2912 (5]
Description (7]
A
Connection Type*® Site to Site v 0
igor2912
Policy* 9oL 4 G
Action on VPN Restart® Respond Only A O
Route Based Connection
Bind With An Interface || Enable
Authentication Details
Authentication Type*® Preshared Key v @
LLEL ]
Preshared Key”
sanas Cancel
Endpoints Details
Local*® PortB — "= = =1 ¥ Remote*® vigorvpn.client.net 0

o Network Detail > Local’de Add’e tiklayin ve Vigor Router'a baglanmak istediginiz LAN nesnesini se¢in.
o Network Detail > Remote’da Add’e tiklayin ve ilk adimda olusturulan LAN nesnesini segin.
e Kaydetmek i¢cin OK’a tiklayin.

Network Detail

IP Family = & IPv4 O IPvE
Local
Local Subnet® LAM ol |
Add Remave
NATed LAN Same as Local LAN address
Local ID Select Local 1D r o
Remote
Allow NAT Traversal  LJEnable @
Remote LAN Metwork* vigar v @
Remote ID Select Remote 1D s o
User Authentication
Quick Mode Selectors
Advanced Settings
QK Cancel
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Vigor Router Ayarlari
DrayOS

1. VPN and Remote Access >> VPN profiles >> IPsec sayfasina gidin ve asagidaki gibi bir profil olusturmak i¢in
uygun bir indexe tiklayin.

e Common settings’de profil ad1 girin. Enable this profile’1 etkinlestirin ve Call Direction i¢in “Dial-Out”
segenegini segin.

VPN and Remote Access >> LAN to LAN

Profile Index : 1

1. Common Settings

Profile Name cyberoam ' Call Direction - Both ® Dial-Out ' Dial-in
#| Enable this profile ) Always on
Idle Timeout 0 second(s)

VPN Dial-Out Through

. . Enable PING to keep IPsec tunnel alive
WAN1 First v

PING to the IP
MNetbios Naming Packet '® Pass ' Block

Multicast via VPN -~ Pass '® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

o Dial-out settings’de Type of Server | am Calling igin “IPsec Tunnel” segin ve Server IP’de Cyberoam
Router’in WAN IP’sini girin.

e Cyberoam Router’da ayarlanan Preshared Key degerini girin.

e IPsec Security Method’da "High(ESP) AES with Authentication” segenegini se¢in ardindan Advanced’a
tiklayin.

e Advanced Settings penceresinde Life Time, Phasel ve Phase2 proposal ayarlarini Cyberoam Router’daki
gibi ayarlayin.

‘ 2, Dial-Out Settings

Type of Server | am calling Username 279
— " BPTP Password(Max 15 char)
® IPsec Tunnel PPP Authentication
) L2TP with IPsec Policy (fione = PAPICHAPIME-CHAPMS-CHAPVZ ¥
W] Compression “ On off
{S:ur:: LISPQ?:;{‘JTS’; o aaas .67.89) IKE Authentication Method
cybervpn.senvernet * Pre-Shared Key

| KE Pre.Shared Key | e

Digital Signature(X.509)

Applications | Pesr 1D None .
VNGNS IKE advanced settings & Local ID

g's’;ds Setti [*] IKE advanced settings - Google Chrome - o X

“ Alternative Subject Mame First
IKE phase 1 mode ® Main mode " Aggressive mode | Subject N Fi
IKE phase 1 proposal AES256_SHA1 G2 ¥ i ubject Name First
e IKE phase 2 praposal AES256_SHATAES255_MDS v IPsec Security Methad
IKE phase 1 key lifetime 3600 (900 ~ 86400) Medium(AH)
IKE phase 2 key lifetime 5600 (800 ~ 86400) * High(ESP) | AES with Authentication B
Perfect Forward Secret * Disable ) Emable | Advanced
Lacal ID 1
Index{1-15) in Schedule Setup:

Note: If you select "Aute" in IKE phase 1 proposal, the router will send the following ' . .
proposals to negatiate with the remote site. The proposals include:

DES_(MDS/SHA)_G1, 3DES_MDS_G1, 3DES_MD5_G2, 3DES_(MDS/SHA)_GS,
AES128_MD5_(G2/G5), AES256_SHA_(G2/G5), AES256_SHA_G14 Username 777

Password(Max 11 char)

Ok Cloge |

e TCP/IP Network Settings’de Remote Network IP’de Cyberoam Router’in LAN IP’sini girin.
e Profili kaydetmek i¢in OK’a tiklayin.
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1 g e

5. TCPIIP Network Settings

My WAN IP 0.0.0.0 RIP Direction Disable ¥
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
do
Remote Network IP 192.168.1.1
Route ¥
Remote Network Mask — 255.255.255.0
Local Network IP 192.168.6.1 .| Change default route to this VPN tunnel { Only
Local Network Mask 256.265.256.0 active if one single WAN is up )
Maore
OK | | Clear | | Cancel |

2. Profili kaydettikten sonra, Vigor Router, profil etkin oldugu stirece VPN'i kurmaya calisacaktir. Bununla birlikte,
profili se¢ip Dial'i tiklayarak VPN’i VPN and Remote Access >> Connection Management sayfasindan manuel
olarak arayabilirsiniz.

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : 10 v | Refresh

General Mode:|( cyberoam ) cybervpn.server.ne ¥ | Dial

Backup Mode: v | Dial

4. VPN basariyla baglandiginda VPN durumunu gorecegiz.

VPN Connection Status ) _
Current Page: 1 Page No. [ Go | | =>
VPN Type Remote IP  Virtual Network _1% X X RX  UpTime
Pkts Rate(Bps) Pkts Rate(Bps)
1 IFsec Tunnel e M Y .
( cyber ) AES-SHA1 Auth via WAN1 1592.168.1.1/24 13 3 13 3 0:1:3 Drop

xxxxxxxx : Data is encrypted.
®xxxxxxx : Data isn't encrypted.

Linux

1. VPN and Remote Access >> LAN to LAN sayfasina gidin ve asagidaki gibi bir profil olugturmak i¢in uygun bir
Add’e tiklayin.

e Basic sekmesinde, bir profil adi girin ve Enable’yi isaretleyin.

e Local IP i¢in Cyberoam Router’da baglanmak istediginiz Local networkiin IP’sini ve Mask’1n1 girin.
e Remote Host’da Cyberoam Router’in WAN IP’sini ya da Domain adin1 girin.

e Remote IP igin Cyberoam Router’m IP’sini ve Msk’1n1 girin.

e Cyberoam Router’da yapilandirilan Preshared Key degerini girin.
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N ipsec =1
Profile : cyber
i [¥|Enable 1
Basic Advanced GRE Proposal
Auto Dial-Out : ) Enable & Disable

PR .

For Remote Dial-in User :

(1 Enable = Disable

Dial-Out Through ; wan2 ~ ® Default WAN IF ) WAN Alias IP
Failover to w
Local IP | Subnet Mask :  192.168.32.1 255.255.255.0/24 v

Local Next Hop : 0.0.0.0 (0.0.0.0 : default gateway)
H Remote Host : cybervpn.server.net
o Remote IP | Subnet Mask : 192.168.1.1 255.255.255.024  |v
) @} Add E Save Profile Number Limit : 16
i [ Subnet Mask '
! More Remote Subnet : No items to show.
G
i IKE Phase 1 : @ Main Mode ) Aggressive Mode
§| Auth Type: PSK -
a Preshared Key: s (If Aggressive mode is disabled and Remote Host IP is 0.0.0.0 then the Preshared Key is instead set via IPsec Gener|
E Security Protocol : EsP &
;
i

.
I | »

B Apply (Q Cancel

1. Proposal sekmesinde Cyberoam router yapilandirmasindaki gibi ayarlari uygulayin.
IPsec - - X
Profile : cyber
[ Enable
Basic Advanced GRE Propasal
IKE Phasel Proposal [Dial-Out] : AESZ256 G2 et
IKE Phase1 Authentication [Dial-Out] : alL b4

IKE Phase2 Proposal [Dial-Out] :
IKE Phase2 Authentication [Dial-Qut] :

Accepted Proposal [Dial-n] ;

ALL

acceptall

AES2EE with auth b4

[ Apply @ cancel

2. VPN'i kurmak i¢in VPN and Remote Access >> Connection Management sayfasina gidin. Olusturulan VPN
profilinde Dial’e tiklayn.
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VPN and Remote Access >» Connection Management »> Connection Management a
Connection Managemant History
Dial-Out toal
T — ) 8 Green :Dd 4
» IPsec | PPTP | SSL  Profiles : cyber lv £3 Connect 4™ Refresh  Auto Refresh - 1 Minule - White :Dar=
1] il »

1. VPN basariyla baglandiginda VPN durumunu gorebiliriz.

VPN and Remote Access == Connaction Management == Connaction Managemant a

‘Connection Managemenm Hiztory
Dilal-Out tool

w/IPsec ( PPTP [ SSL Profiles: v £ Connect 4™ Retresh  Auto Refresh: 1 Minute v

White :Da7 -

1 L] »

VPN Connection Status

Search | Search | S Search (5| W Search @ Search | S0 Search | %8s Search W Search W Search -
VPN Type Interface Re... Virtual Net.. Up Time RX Rate T Rate RX Byte TH Byte Operation
1 cyber IPsec/AES_. wan2 2.5.. 192.168.1... 00:00:56  416(bps)  B40(bps)  420(Byte) S40(Byte) % [
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