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LOAD BALANCING iCiN 2 IPSEC VPN KURULUMU

Birden ¢ok WAN arabirimine sahip routerlar i¢in VPN trunk, ayni remote networke yonlendirilmis iki VPN baglantisinin
ve VPN trafiginin iki baglanti arasinda dengeli olmasini saglar. Bu makalede, iki Vigor Router arasinda iki [Psec VPN'in
nasil kurulacagi ve load balancing i¢in VPN trunk'in nasil kurulacagi gésterilecektir.

DrayOS
WAN1: 172.16.2.198 WAN1: 118.166.XXX.XXX
GRE: 10.0.0.2 GRE: 10.0.0.1
\l | | | —
WAN2: 172.16.1.131  WAN2: 114.37.300¢.XxX © i
LAN:192.168.92.0/24 GRE:10.0.1.2 GRE: 10.0.1.1 LAN: 192.168.22.0/24

1. VPN Server’da (Dial-In Site) bir IPsec VPN profili olusturun. GRE Settings’de, "Enable IPsec Dial-Out function
GRE over IPsec" secenegini etkinlestirin ve My GRE IP ve Peer GRE IP i¢in IP adresi girin.

3. Dial-In Settings

Allowed Dial-In Type Username 77
PPTP Password(Max 11 char)
# [Psec Tunnel V] Compression ® On O Off
| L2TP with IPsec Policy | Mone v :
| SSL Tunnel IKE Authentication Method
“ Pre-Shared Key
| Specify Remote VPN Gateway IKE Pre-Shared Key |
Peer VPN Server IP Digital Signature(X.509)
MNone
or Peer ID | Local ID
® Alternative Subject Name First
_) Subject Name First
IPsec Security Method
< Medium(AH)
High(ESP) + DES v 3DES v AES

4. GRE Settings
# Enable IPsec Dial-Out function GRE over IPsec

| Logical Traffic My GRE IP 10.0.0.1  Peer GRE IP 10.0.0.2
5. TCP/IP Network Settings
My WAN IP 0.0.0.0 | |RIP Direction Disable r
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
Remote Network IP 192.168.92.1 do
R ta Net k Mask 255.255.255.0 (Route ~ |

smote etwork Has EEDES, | IPsec VPN with the Same Subnets
Local Network IP 192.168.22.1 .
Local Network Mask 255.255.255.0 . Change default route to this VPN tunnel ( Only

More | single WAN supports this )
oK | Clear | Cancel |
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2. VPN Server’da My GRE IP ve Peer GRE IP’lerinin farkli olmasi disinda, hemen hemen ayni yapilandirmaya
sahip bagka bir IPsec VPN profili olusturun .

3. Dial-In Settings

Allowed Dial-In Type

PPTP

¥ IPsec Tunnel
L2TP with IPsec Policy  None
SSL Tunnel

Specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID

Username 777
Password(Max 11 char)
V] Compression ® On O Off

IKE Authentication Method
¥ Pre-Shared Key
IKE Pre-Shared Key |
Digital Signature(X.509)
None |
Local ID

@® Alternative Subject Name First
") Subject Name First

IPsec Security Method
¥ Medium(AH)
High(ESP) + DES ¥ 3DES ¥ AES

4, GRE Settings
¥ Enable IPsec Dial-Out function GRF gver [Psac

Logical Traffic My GRE IP [10.0.1.1 Feer GRE IP 10.0.1.2
5. TCP/IP Network Settings
My WAN IP 0.0.0.0 | |[RIP Direction | Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
Remote Network IP 192.168.92.1 do
R te Net k Mask 255.255.255.0 |R0ute - |
emote INetwork Has E00.£99. | IPsec VPN with the Same Subnets
Local Network IP 192.168.22.1
Local Network Mask 255.255.255.0 Change default route to this VPN tunnel ( Only
| More single WAN supports this )
OK | | Clear | Cancel

3. VPN Client’da (Dial-Out Site), bir IPsec VPN profili olusturun. GRE Settings’de "Enable IPsec Dial-Out function
GRE over IPsec"” segenegini etkinlestirin ve VPN Server’in “Peer GRE IP” sini ilk istemcisinin MY GRE IP’si,
istemcinin Peer GRE IP’sini Server’in “My GRE IP”si olarak girin.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

3. Dial-In Settings

Allowed Dial-In Type Username 77?7
PPTP Password(Max 11 char)
# IPsec Tunnel V] Compression ® on O Off
| L2TP with IPsec Policy Mone r :
| SSL Tunnel IKE Authentication Method
“ Pre-Shared Key
| Specify Remote VPN Gateway IKE Pre-Shared Key |
Peer VPN Server IP | Digital Signature(X.509)
MNone r
or Peer ID Local ID
® Alternative Subject Name First
~ Subject Name First
IPsec Security Method
< Medium(AH)
High(ESP) v DES v 3DES ¢ AES

4, GRE Settings
# Enable IPsec Dial-Qut function GRE over IPsec

| Logical Traffic My GRE IP [10.0.0.1 | Peer GRE IP 10.0.0.2
5. TCP/IP Network Settings
My WAN IP 0.0.0.0 _ |RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have to
Remote Network IP 192.168.92.1 do
R ta Net k Mask 255.255.255.0 (Route ¥ |
smote etwork Has E9ED. | IPsec VPN with the Same Subnets
Local Network IP 192.168.22.1 .
Local Network Mask 2556.255.255.0 . Change default route to this VPN tunnel ( Only
More | single WAN supports this )
oK | Clear | Cancel |

4. Benzer sekilde, My GRE IP'sinin Sunucunun ikinci profilinin "Peer GRE IP" olmasi ve Peer GRE IP'nin de

ayn1 profildeki "My GRE IP" olmas1 diginda, hemen hemen ayni yapilandirmaya sahip baska bir [Psec VPN
profili olusturun.

4. GRE Settings
# Enable IPsec Dial-Out function GRE over IPsec

Logical Traffic My GRE IP 10.0.0.2 | Peer GRE IP 10.0.0.1
5. TCP/IP Network Settings
My WAN IP 0.0.0.0 | |RIP Direction |Disable v
Remote Gateway IP 0.0.0.0 | From first subnet to remote network, you have to
Remote Network IP 192.168.22.1 | do [
Remote Network Mask  255.255.255.0 | (Bouse v |
— IPsec VPN with the Same Subnets
Local Network IP 192.168.92.1 He
Local Network Mask 255.255.255.0 | Change default route to this VPN tunnel ( Only
| Mare | active If one single WAN is up )
OK | | clear | | cancel

5. 4 tane IPsec VPN Profili olusturduktan sonra, VPN Client'inde VPN and Remote Access >> VPN TRUNK
Management >> General Setup sayfasina gidin.
a. Profil ad1 girin ve profili etkinlestirin.
b. Member 1 ve Member 2 VPN load balance i¢in olusturulan VPN profillerini se¢in.
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C.
d. VPN istemcisinde VPN trunk ayarlarini girin.

Active Mode olarak Load Balance’yi se¢in ve Add’e tiklayin.

General Setup
Status '® Enable "' Disable
Profile Name ladbalance
Memberl outl IFsec 118,166 12.. = (192.168.22.1) L
Member2 2 ouc? IPsac 114.37. . 1.0(1%2.168.22.1) L
Active Mode Backup ® Load Balance
Add Update Delete |

Simdi VPN trunk kurulduktan sonraki VPN durumunu ve trafigi VPN and Remote Access >> Connection Management

sayfasindan gorebilirsiniz.

VPN and Remote Access >> Connection Management

Dial-out Tool

Refresh Seconds :

10 v | Refresh

General Mode: ¥ | Dial
Backup Mode: v | Dial
Load Balance Mode: |(loadbalance) 118.166.1%5.6 ¥ Dial
VPN Connection Status
Current Page: 1 Page No. Go | ==
VPN Type Remote IP  Virtual Network 1% X Rx Rx  UpTime
Pkts Rate(Bps) Pkts Rate(Bps)
1 IPsec Tunnel 114,337,151 =2 o
(out2 ) AES-SHA1 Auth via WAN2Z 192.168.22.1/24 42 3 552 11 0:7:15 | Drop |
2 IPsec Tunnel 118.166,.%5.% —
( outi ) AES-SHA1 Auth via WANL 192.168.22.1/24 1603 84 371 9 0:7:13 L Drop |

xxxxxxxx : Data is encrypted.
Xxxxxxxx ¢ Data isn't encrypted.

VPN load balance algoritmasi1 default olarak Round Robin’dir. Detayli load balance policy i¢in 6rnegin weight, source
IP, destination IP veya destination portlar1 gibi gelismis ayarlart VPN TRUNK Management >> Load Balance Profile
List sayfasina giderek yapilandirabilirsiniz.

VPN Load Balance Advance Settings

Load Balance Profile List

.

Note:

fo. Statae

[Active:ND) The LAN-to-LAN Frofile is disabled or under Dial-In]

irection) at present

Profile Name:
Load Balance Algorithm:

VPN Load Balance Policy

Tunnel Bind Table Index:

Active:

Binding Dial Out Profile:
Sre P Start:

Dest IP Start;

Dest Port Start:
Protocel:

loadbalance
= Round Robin
welghted Round Rebin
* auto Weighted

Aceording to Spaed Ratie (Membert:Member2): 9010 +

® Bdit Ingert after
(1~128)

Acihve ¥

15 .

0.000

0.0.0.0

1

ANY 0

End: 2556255265258
End: 256255.265 255
End: 55538

3

Detail Information
[VPN Losd 2alance Profile name
[Algorithn: Aound Ropdn )

| Atvanced |hacbala1cev

lcammalance ]

Linux

VPN Server Konfigiirasyonu (Dial-1n)

www.netfast.com.tr E-mail: teknik@netfast.com.tr

www.draytek.com

2312232323




1. VPN Server’da ilk IPsec VPN profilini olugturun. Basic Sekmede:
a. Enable’yi etkinlestirin.
b. Dial-Out Through igin “WAN 1” se¢enegini segin.
c. Local IP/ Subnet Mask’1 routerin LAN IP’si olarak girin.
d. Remote Host IP’de VPN istemcisinin WAN 1 IP’sini girin.
e.

2. GRE sekmesine gidin:
a. GRE Function’u etkinlegtirin.

/_f\

net

ast

b. Local GRE IP’yi 6rnegin 1.1.1.70 olarak ayarlaym. (Bu VPN istemcisindeki Remote GRE IP olmalidir.)
c. Remote GRE IP’yi 6rnegin 1.1.1.194 olarak ayarlayin. (Bu VPN istemcisindeki Local GRE IP

olmalidir.)

IPsec

Profils : FE00_1

'/ Enabie
Bagic Actvanced CGRE Praposal Bulliple SAs
Enable GRE Function & Enable Disable

Local GRE IF : 11100

Remote GRE IP 111994

Auto Generate GRE Key @ Enable Disable

Mabe
It 5 reacessany creale Lead Balance Pocd/Rule in VPN Trurk Menagemant for making GRE tunnals work.

=|

"

3. Benzer sekilde, baska bir IPsec profili olusturun, ancak Dial-Out Through i¢in “WAN 2” yi se¢in. Remote Host

IP’ye VPN istemcisinin WAN 2 IP’sini girin.

IFgac
Prafile 30004,_2

| [7] Enable
I Basic Advanced GRE Frogosal KHultpls SAs
| . Diial-Out Through wan2 v (@ Default WAN IP Vil Alias [P
I Failower to w
| Local IF § Subnet Mask 16218810 2552552550024 |
| Local Hext Hop - 0000 00,00 ahefaull geloy)
| Ramote Host 20.2030.184

Remicte IP ! Subnet Mask | 182183.2.0

255 255 255 Va4 v

www.netfast.com.tr
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Eﬂ Add u Save Profia Mumber Limit © 16
P Subnet Mask
| Mara Remate Subinet M3 items to shaw .
|| KE Protoca IKEv1 e
| IKE Phase 1 » Main Mode Aggressive Mode
I Auth Type F3K [~
Preshared Key Frs {If Aggrassive mede is dissbled and Remots Hast IP is 0000 0 than the Preshanad Kay i instead 56 via IPsec Ganaral 5
Seraribe Praotacnl FSF L [#=
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4. GRE sekmesine gidin. GRE Function’1 etkinlestirin. Farkli bir Local GRE IP’si girin, 6rnegin 2.2.2.70 ve farkli
bir Remote GRE IP’si, 6rnegin 2.2.2.194. GRE IP'yi aklinizda bulundurun, ¢iinkii VPN istemcisinin eslesme
ayarlarina sahip olmas1 gerekecektir.

IPsec =[x
-
Profile : SH008_2
o Enable
Basic Advanced GRE Propesal Mutiple SAs
| =
Enable GRE Funetion & Enable Disable
Local GRE P 22270
Remote GRE IF 2.2.2.194

Aute Generale GRE Key . |a Enable Disable

"

Mote
It &5 recassany crzate Lead Balance PoctRule in WPN Trunk Menagement for making GRE 1anels work.

5. Yeni bir havuz eklemek i¢in VPN and Remote Access >> VPN TRUNK Management >> Load Balance Pool’a
gidin.
a. Profile name girin.
b. Mode i¢in “Load Balance” segenegini segin.
c. Interface’de iki tane VPN profili ekleyin. (Not: Yalnizca GRE islevinin etkin oldugu IPsec profilleri
burada listelenir.)

VPH and Remote Access == VPN TRUNK Management == Load Balance Pool
Load Balancs Pool || Load Balance Rus |

£y A 36 eat [ff] Detsts &% Rafresh

Laad Balanca Pool - |

Profile . TodSlIBE

Mode : Lo Batanoe e
T e Prodils Mumbsar Limit : 18
Infertacs Waigh
29004_1 ifii
9004_2 1 il
InfesTace
Note ;

1. Onily the VPN prafiles with GRE funclion enabled will b listed and selected &2 Infenaos salting.
2. Ifthere is nothing displayed, plasss go o VPN and Remote Accass »> VPN Profilas (o creale o naw YPMN profia with GRE funclion
enated first.

6. Yeni kural eklemek icin VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule’a
gidin.
a. Enable’yi isaretleyin.
b. Protocol igin “ALL” segenegini segin.
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C.
d.
e.

Source IP Address ve Subnet Mask’1 routerin LAN agi olarak ayarlayin.
Destination IP Address ve Subnet Mask’1 VPN istemcisinin LAN ag1 olarak ayarlayn.
Load Balance Pool i¢in 6nceki adimda olusturulan profili se¢in.

VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule
" Load Balance Pool | Load Balance Rule |

) Add K Edit [f]] Delete M Refresh

Profile Enable Protocol Source IP Address

Load Balance Rule || 2
Profile : AtoB
/| Enable
Protocol ALL v
Source IP Address - 19216810 (Optional)
Source Mask 255 255 255 024 ~ |{Optional)
Destination IP Address | 192.1G68.2.0 (Optional)
Destination Mask - 255 255 255 024 w | (Optional)
Load Balance Pool : To3900B \v

E] Apoly QD carnicel

VPN Client Konfigiirasyonu (Dial-Out)

1. VPN Client'da ilk IPsec VPN profilini olusturun. Basic Sekmede:

a.

-~ D 00T

Enable’yi isaretleyin.

Dial-Out Through i¢in “WAN 1” segenegini se¢in.

Local IP/ Subnet Mask’1 routerin LAN IP’si olarak ayarlayin.

Remote Host IP’de VPN sunucusunun WAN 1 IP’sini girin.

Remote IP/ Subnet Mask’t VPN sunucusunun LAN IP’si olarak ayarlayin.

Auth Type i¢in PSK se¢enegini segin ve VPN sunucunun ilk IPsec profilinde ayarlanan Preshared Key’i
girin.

IPec = “I

Prafil £ 390081
7| Enable:
Basic Adancad GRE Progaral | Muligle Sae
Auto Dial-Cut. w Enabke Disable Always DiakOut w
DiskOet Thicugh want '-| & Defouk WAN 2 VAN Aligs
Failownr o |
Local IP{ SubnatMask: 452 16520 56 266 256 0024 =]
Local Neat Hop @ 0.00.0 0000 : Salak ganamiry}
Remooe Host ! 10101073
Remote P Subnat Mask : 507 e g 256 256 265 0124 =]
£ 2 [H] zawe Prafie Mumbes Limi - 16
P Subnes Mask
Mars Ramts Subnot
No items to show
IKE Pratocal THEFT =
IKE Phase 1 & Main Mode ) Aagressive Mode
Auth Type PEK [
Prashared Ky © s F Aggresishve Mo & disabled and Rameta Host IF & 2.0.2.0 han the Pres harad Koy & instead 562 via IPsec Genaral Satup. Max 46 charactars. )
Sacurity Protocol = =
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2. GRE sekmesine gidin.
a. GRE Function’u etkinlestirin.
b. Local GRE IP’yi 1.1.1.194 olarak ayarlayn.
c. Remote GRE IP’yi 1.1.1.70 olarak ayarlayin.

| IPsec =
Profile - IH00E_1
| Enable
Basic: Advanced GRE Propesal hultiphe SAs
E
Enable GRE Function & Enabile Disable
Local GRE IP 111,192
Remote GRE IF 11170 i
Alite Gaherals GRE Key | o Enable Disable

| Hote _ =
| It MeEssary create Load Balance PoclRule in VPN Trins Managemer\l for ﬂ‘ﬁklN; GRE tuneals wark.
3. VPN sunucusunun ayni aginda baska bir IPsec VPN profili olusturun, ancak Dial-Out Through i¢in WAN 2’yi
secin ve Remote Host’da VPN Server’in WAN 2 IP’sini girin. Preshared Key VPN sunucusunun ikinci IPsec
profilinde ayarlarina uygun olmalidir.

Fsac —= |
Prafile : 30182
[¥]Enakis
Basic Advanced GRE Fropesal | Mg Sda
I
At Dial-Diit ® Ensbk () Disable Slways Diai-Cut -
Enable # Dis
Dial.ut Thraugh wan [=] @ Detrn e N e
Failuvar 1o =
Local P/ Subnet Mash : 182 165,24 255 265,265,024 =]
Lozl Hext Hap - 00.00 0.00.0° defaut gateveay)
Remole Host 2T
Fomote B ) Subnes Mask © 192 16210 356 265265004 '.-l
£y as1 B sas Prafie Husher Li=h: 16
P Subnet Mask

More Rossooe Subnet Moitems 1o ram

E Protacol IKEN1 v
HE Phsa 1 ) Wuin Moda () Aggrassive Mode

Auzh Type F3K -

Preshared Hey e {W Apgres=ave made is deabied and Remots Host 1P s 080 8 then foe Preshared Key is nstead sl via |Posc Seneral Setop. Max 25 characiers. |
Security Prosocel EsP v

4. GRE sekmesine gidin. GRE function’u etkinlestirin. Local GRE IP i¢in 2.2.2.194 ve Remote GRE IP igin
2.2.2.70 girin.

IPeec -
=
Profile : JH00E_2
o Enable
Basic Avancad GRE Proposal Iltiphe SAs
B
Enable GRE Function & Enable Disable
Local GRE IP 222184
Remote GRE IP 22270

Auts Generate GRE Key - & Enable Disable

Note ; =
It &5 necessary ereal: Lead Bakance PackRule in VPN Trink Management for making GRE tunnels work.
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5. Benzer sekilde, 2 IPsec VPN profili i¢in yeni bir havuz eklemek i¢in VPN and Remote Access >> VPN TRUNK
Management >> Load Balance Pool’a gidin.

T Load Balance Paal

=[x
f Profile :  To33008
1
1 Made Load Balenca -
€y Add [2] Seve Prafile Numbes Limil © 18
Intarface Weight
|39-Jnn_-. 1 i
3008 _2 1 il
Interface

Mote :
1, Oy tha VPN profiles with GRE functian enabled wil be lsted ard salecled as Intarface setling

2. I thafe i= nothing dsplayed, please go to VPN and Remata Access == VPN Prafiles 1o create a new VPN prafile with GRE functicn
arabiad first

[ =) fopty & Cancal

6. Benzer sekilde, Load Balance Rule’agidin ve olusturulan Load Balance Pool i¢in bir kural olusturun.

Load Balance Rule - || X
Profile : BtoA
|/ Enable
Protocol : ALL [+
Source IP Address : 192 16820 (Dptional)
Source Mask - 255.255.255.0/24 .v {Optional)
Destination IP Address . 192 168.1.0 (Oplional)
Destination Mask - 255255 255.024 .v {Optional)
Load Balance Pool : To39004 ]v

E Apply @ Cancel

7. Ayarlar1 tamamladiktan sonra, iki IPsec VPN tiineli ayni anda ¢evrimi¢i olmalidir. Connection Management
sayfasindan 2 VPN’in durumunu da gorebilirsiniz.

VPHN and Remote Access >> Connection Management >> Connection Management

(2]
Cennection Management ] Higtory
Dial-Out tool
WEaec WP RIE mETonISe ¥ 4 Connect @! Wihite :Data isn't encrypted. %Jl

VPN Connection Status

Search &> Search | %/ search Bo|Search Bo|Search \L:Eearch “Fo|Search Fo| Search &

VPH Type Interface Remaote P Virtual Netw... Up Time R¥(Packets) TX(Packets) Operation
1 3900A_2 1Psec/30ES_.. wan2 20.20.20.194 2.2.2.194/32 00:02:41 15 15 Y| B
2 3900A_1 IFsec/3DES_.. wanl 10.10.10.194 1.1.1.194/32 00:03:06 4 4 V | la
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