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ACL'yi Farkh Eylemlerle Kullanma

ACL (Access Control List) network erisimini sinirlar ve aginiza bir security katmani ekler. VigorSwitch ile network
trafigini MAC adreslerine, IPv4 adreslerine veya IPv6 adreslerine gore filtreleyebilirsiniz. Bu makalede, farkli ACL
tiirleri ve eylemlerinin nasil kullanilacagi tamtilmaktadir.

Permit: Sadece eslesen kriterleri geg, digerlerini filtrele.
Deny: Olgiitlere uyan trafigi filtreleyin, digerlerini kabul edin.
Shutdown: Kriterlere uyan trafigi filtreleyin ve portu kapatin.

Permit olan MAC adresine gore filtrele
Ilk senaryoda, Network Administrator PC1'in Router’e erismesine ve PC2'yi engellemesine izin vermek istiyor.

MAC:
00:1D:AA:11:22:33

MAC: MAC:
0A:00:27:00:00:09 5C:E0:C5:4D:DB:63

1. ACL > Create ACL segenegine gidin, MAC sekmesine tiklayin ve bir profil adi ekleyin.

© AcL > Create ACL > MAC

MAC 1Pv4 IPv6

ACL Profile Name:
No. MAC ACL Name Action
1 mac test e
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2. ACL > Create ACL > MAC’e git.

a) 1. adimda olusturdugunuz profili segin.
b) Profil sirasimi koyun.

C) Action’u seg, buraya izin verdik.

d) PC1 MAC adresini girin.

€) Router MAC adresini girin

© ACL > Create ACE > MAC

mac i pva | v
ACL Profile Name: @ | mactest
Sequence: bl (1-2147483647)
Action: € pemit
Source MAC: Any
d | oa00:27:00:00:09 4 FF.FFFF.FF.FFFF
Destination MAC: Any
e | SCE0C54DDBE3 ! FF.FF-FF-FF-FFFF
Ethertype: @ Any
(0XB00-OXFFFF)
VLAN: @ Any
(1-4094)
802.1p: @ Any

D
3. ACL> ACL Binding'e gidin, GE1 GE2 portunu segin ve uygulanacak ACL profilini segin.

ACL Binding

Ports: GE1, GE2 v
MAC ACL: mac test =
IPv4 ACL:

IPv6 ACL:

4. Yukaridaki konfigiirasyonla, PC1, GE2'ye baglandig1 halde Router’a erisebilecek, PC2 Router’e erisemeyecektir..

e Deny eylemiyle IP adresine gore filtreleme
e Bu senaryoda, Network Administrator misafir aginin web sunucusuna erigmesini engellemek istiyor.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




HHHHEH

W W/

(28R

\

192.168.188.15

1. ACL > Create ACL > IPv4 ‘e gidin. Bir ACL Profile Name olusturun.

Guest
192.168.2.x

metfast’

Dashboard © AcL > Create ACL > IPv4

Status

Switch LAN

Security % ACL Profile Name:

ACL

e

Create ACL

No. IPv4 ACL Name Action

1 Test1 .

ACL > Create ACE > IPv4’e gidin.
1. adimda olusturdugunuz profili se¢in
Action’u seg, buraya Deny’i yerlestir.
Protokolii koy

Guest networkii Source IP’ye yerlestirin

N O GEOTH, @ N

Web sunucusunu Destination IP’ye yerlestirin
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ACL Profile Name: a | Testt -
Sequence: 1 (1-2147483647)
Action: b Deﬂ)’ -
Protocol: C  Any -
Source IP: Any

d | 19216821 ! 255.255.255.0
Destination IP: Any

e | 192.168..188.15 255.255.255.255

Service: Any ¢
Source Port: Any >
Destination Port: Any v
ICMP Type: Any -
ICMP code: ¥ Any

3. ACL > ACL Binding’e gidin, portlar1 segin, IPv4 ACL profili

Ports: GE1, GE2, GE3, GE4, GES5, GE6, GE7, GE8, GE9, GE10, GE11, GE12 .

MAC ACL: ‘ Select MAC ACL

IPv4 ACL: Test1 v

IPv6 ACL: Select IPv6 A( v
Apply

4. Yukaridaki konfigiirasyonla, sadece guest network (192.168.2.x) web sunucusuna erisemez (192.168.188.15)

Shutdown eylemiyle birlikte [Pv6 adresine gore filtreleme Kapat
Bu senaryoda, network administrator misafirlerin [Pv6 hizmetini kullanmasini engellemek ve IPv6 paketlerinin gegtigi
portu kapatmak istiyor.
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Guests
2001:470:23:2d::2/64

1. ACL > Create ACL > IPV6 ‘ya gidin. Bir ACL Profile Name olusturun.

MAC 1Pv4 IPv6

ACL Profile Name:

No. IPv6 ACL Name Action

1 IPv6_test @
ACL > Create ACE > IPv4’e git.

1. adimda olusturdugunuz profili segin

Sectigimiz Action’a Shutdown’1 koyariz.

Guest networkii Source IP’ye yerlestirin.

3 b Vol

Destination IP’ye Any ekleyin.
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© AcL > create ACE > IPv6

ACL Profile Name: a
Sequence:

Action: b
Protocol:

Source IP:

Destination IP: d

Service:

Source Port:
Destination Port:
ICMP Type:

ICMP code:

IPv6_test

1

Shutdown

Any

Any

2001:470:23:2d::2

< Any

Any

Any

Any

¥ Any

(1-2147483647)

3. ACL > ACL Binding’e gidin, portlar1 segin, IPv6 ACL profili.

© AcL > ACL Binding > ACL Binding

ACL Binding

Ports:

MAC ACL:

IPv4 ACL:

IPv6 ACL:

4. Yukaridaki konfigiirasyonda, misafir IPv6 kullantyorsa, belirli port kapatilacaktir.
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