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Kablolu 802.1X ile Port-Tabanh Erisim Kontrolii

VigorRouter, aga LAN portlarindan baglanmaya ¢alisan cihazlara kimlik dogrulama saglayan kablolu
802.1X"i destekliyor. LAN istemcileri i¢in 802.1X kimlik dogrulamas1 yapmak i¢in, Network
Administrator’un ihtiyaglari olan 1. Kablolu 802.1X islevini etkinlestirin 2. harici bir RADIUS sunucusu
veya VigorRouter'in kendisi olabilecek kimlik dogrulama sunucusunu ayarlayin. Bu belgede nasil
yapilacagini agiklayacagiz.

Wired 802.1X'in port-based erisim kontrolii olduguna dikkat edin, boylece yalnizca LAN portuna baglh tek
bir cihaz1 dogrulayabiliriz. Routere bir Switch ile baglanan birden fazla cihazin kimligini dogrulamak
istiyorsaniz, liitfen 802.1X 6zellikli bir Switch kullanin ve bunun yerine Switch de 802.1X kimlik
dogrulamasinit yapilandirin.

Kablolu 802.1X"i Harici RADIUS sunucusu ile ayarlama

External RADIUS Server

Vigor Router IP: 192.168.1.91

Client Device 802.1X IP; 192.168.1.1
Authentication

Protected Network

1. RADIUS sunucusunu ayarlayin: Applications >> RADIUS/TACACS+ >> External RADIUS qgit,
a. External RADIUS etkinlestir
b. RADIUS sunucusunun IP adresi olarak server IP adresini girin
c. RADIUS sunucusunda Shared Secret ve Confirm Shared Secret girin
d. Kaydetmek i¢cin OK’a tiklayin.
Applications >> RADIUS/TACACS+

External RADIUS Internal RADIUS External TACACS+

¥ Enable
Server IP Address 192.168.1.91

Destination Port 1812

Shared Secret =~ [eseee
Confirm Shared
Secret

Note: If your radius server does not support MS-CHAP / MS-CHAPv2, please go to VPN and Remote
Access >> PPP General Setup, and select 'PAP Only' for 'Dial-In PPP Authentication’.

sesee

OK | Clear | Cancel
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2. Wired 802.1X’i etkinlestirmek i¢in :LAN >> Wired 802.1X’e git
a. Enable kontrol et
b. Authentication Type i¢in “External RADIUS” se¢
c. Erisimi kontrol etmek istediginiz LAN portlarini segin.
d. OK’a tiklaym ve uygulanacak routeri yeniden baslatin.

LAN >> Wired 802.1X

Wired 802.1X

LAN 802.1X:

¥ Enable

Authentication Type: | External RADIUS ¥

802.1X ports:

P1 P2 P3 Y P4 Y PS v P6

Local 802.1X ile Kablolu 802.1X"'i kurma

Client Devu_:e 802.1X

Authentication Vigor Router
IP: 192.168.1.1

Protected Network

1. User Profile olusturun ve Local 802.1X'i etkinlestirinUser Management >> User Profile, boliimiine
gidin, uygun bir profile tiklayin,

Enable this account

Username gir

c. Password ve confim password gir

o

User Management >>User Profile

Profile Index 3
1. Common Settings

¥/ Enable this account

Username user1

Password ~  seses

Confirm Password ~ seses

d. Internal Services’de Local 802.1X’i etkinlestirin.
e. Profili kaydetmek i¢in OK’a tiklayin.
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3. Internal Services

TR gy

RADIUS

Local 802.1X |

802.1X Authentication Method
Phase 1: PEAP
Phase 2: MSCHAPV2
Note: 802.1X is used by Wired 802.1X.

o oTanN

OK | | Refresh | | Clear | | Cancel |
Wired 802.1X’1 etkinlestirin:LAN>>Wired 802.1X’e gidin
Enable kontrol et
Authentication Type olarak “Local 802.1X”1 se¢
Erisimi kontrol etmek istediginiz LAN portlarini segin.
OK’a tiklayin ve uygulanacak yonlendiriciyi yeniden baslatim.
LAN >> Wired 802.1X
Wired 802.1X
LAN 802.1X:
¥ Enable
Authentication Type: | Local 802.1X v
802.1X ports:
B P1 p2 cp3 7 P4 4 P5 7 P6

Windows istemcilerinde 802.1X kimlik dogrulamasini etkinlestirme

VigorRouter'a baglanacak LAN istemcileri igin, network adaptoriinde de 802.1X Authentication’un etkinlestirilmesi

gerekir. Windows kullanicilart i¢in, liitfen asagidaki adimlari takip edin:

1. service.msc dosyasini ¢alistirin, Wired AutoConfig 6gesini bulun, sag tiklayin ve Start 6gesine tiklayin.
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% Services - b0 X g
File Action View Help F
e |mEc= Hm »ennp ]
2, Services (Local) ‘
Name & Description stA
_ 1 Windows License Manager ... Provides infrastructure support for the Windows Store. This service... Ru
Start the service &} Windows Management Inst... Provides a common interface and object model to access manage... Ru
&, Windows Media Player Net... Shares Windows Media Player libraries to other networked players a...
Description: & Windows Mobile Hotspot S... Provides the ability to share 2 cellular data connection with another...
The Wired Auwc%’:"? (DO?SVC) €}, Windows Modules Installer  Enables installation, modification, and removal of Windows update...
service is responsible for performing
1EEE 802.1X authentication on \,.(;Wmdows Push Notification... This service is used for Windows Push Notifications.
Ethernet interfaces, If your current ‘s Windows Remote Manage...  Windows Remote Management (WinRM) service implements the ..
wiired network deployment enforces & Windows Search Provides content indexing, property caching, and search results for... Ru
802.1X authentication, the DOT3SVC (&) windows Store Service (WS... Provides infrastructure support for Windows Store.This service is st...

senvice should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
tesources. Wired networks that do

£ Windows Time

Maintains date and time synchronization on all clients and servers i...
Enables the detection, download, and installation of updates for Wi...
0 gplements the client HTTP stack and provides develope...

from Windows Manage...

services for

ot enforce 802.1X suthenticstion ard ' . o .
4 The Wired K
unaffected by the DOT3SVC service. A ired 2 utoConfig (DOT3SVC) service is responsible for perfor.
C5 WLAN AutoC Start
e library
& Work Folders Pause
Gl Workstation S
. Resume
GHWWAN Auto
A Restart =
G Xbox Live Au and
& Xbox Live Gat All Tasks >
&) Xbox Live Ne:
> Refresh
) |\ Extended [ Standard / Properties
Start service Wired AutoConfig on Local Computer 5
p
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C service provides the logic required to configure, dis...

e syncs files with the Work Folders server, enabling you t...
Id maintains client network connections to remote server...
fe manages mobile broadband (GSM & COMA) dats card...

e syncs save data for Xbox Live save enabled games. Ift..
‘e supports the Windows,Networking XboxLive applicatio...
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2. Network Adapter i¢in 802.1X Authentication etkinlestirin: Windows kullanicilari i¢in, Change adapter settings
>> Properties >> Authentication tab gidin, IEEE 802.1X Authentication etkinlestirin.

A & 5> Control Panel > Network and Internet > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

¥ Ethernet Properties X

Change adapter settings
Change advanced sharing ¢ 3 No network access
settings Networking Authentication ~ Sharing 5: € Ethernet

Select this option to provide authenticated network access for
this Ethemet adapter

I [ Enable IEEE 802.1X authertication I

router or access point.
Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v Settings

ng information.

A Remember my credentials for this connection each
time I'm logged on

[ Falback to unauthorized network access

Additional Settings...

See also

HomeGroup Cancel

Internet Options

3. Network Adapter 802.1X Authentication etkinlestirildikten sonra, bir oturum a¢gma penceresi agilacak, Username ve
Password’ii External RADIUS veya routerin Local 8§02.1X'inde oldugu gibi girin.

Windows Security X

Sign in

userT ’

al |

Domain:

OK Cancel

4. Tum kimlik bilgileri dogruysa, aga erisebilecegiz.
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