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Router’i RADIUS Sunucusu Olarak Kullanma

VigorRouter dahili RADIUS sunucusu saglar. Bu belge VigorRouter'in bir RADIUS sunucusu olarak nasil kurulacagini
ve 802.1x kimlik dogrulamasi i¢in dogrulama sunucusu olarak nasil kullanilacagini tanitmaktadir.

Authenticator
(RADIUS Client) Vigor Router
(RADIUS Server)
802.1X
Authentication
............. '
< .............

Client Device

Protected Network

1. Kullanici profilleri olusturun: User Management >> User Profile’e gidin, mevcut bir profil dizinine tiklayin, bu
profili etkinlestirin, Username ve Password girin.
Profile Index 3
1. Common Settings

¥ Enable this account

Username useri
Password
Confirm Password .

2. Dahili Servislerde, Dahili RADIUS'u kontrol edin, boylece bu profil RADIUS istemcileri i¢in kullanilabilir.
Ardindan, kaydetmek i¢in OK’a tiklaym.

3. Internal Services
¥ Internal RADIUS Local 802.1%

3. Dahili RADIUS'u etkinlestirin: Applications >> RADIUS / TACACS + >> Internal RADIUS'a gidin,
e Internal RADIUS'u Etkinlestir
e RADIUS Client Access List’de bir dizini etkinlestirin, Shared Secret’e girin ve VigorRouter'a RADIUS
istemcisi olarak erismesine izin verilen IP Address ve Mask girin. (Ipuglari: 4'ten fazla RADIUS
istemcisi varsa, RADIUS istemcilerinin IP adreslerinden daha biiyiik bir subnet mask ayarlayin.)
e Router’i kaydedip yeniden baslatmak i¢cin OK’a tiklayin.
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Applications >> RADIUS/TACACS+

External RADIUS Internal RADIUS External TACACS+
| v Enablel

Authentication Port 1812

RADIUS Client Access List

Index Enable Shared Secret  IP Address IP Mask IPvE Address IPv6 Length
I 1 ] [erreeen 192,168.1.11 255.255.255,255 I:: 0

2 0.0.0.0 0.0.00 : 0

3 0.0.0.0 0.0.0.0 i 0

4 [ 0.0.0.0 0.0.00 0

(Istege bagli) 4. Kullanici Profili alani, Router’de depolanan tiim kullanici profillerini gésterir. Authentication Liste’deki
profiller, "RADIUS" etkin olan ve 1. adimda olusturulan profil gibi RADIUS istemcisinin kullanabilecegi profillerdir.
Available List’deki profiller "RADIUS" etkin olmayan kullanict profilleridir. RADIUS istemcisinin bu profilleri

kullanmasini istiyorsaniz, mevcut profilleri se¢ip ardindan Authentication List’e koymak i¢in ">>" butonuna
tiklayabilirsiniz.

User Profile

| Select Al Clear All
Available List Authentication List
4-uzer? a 3-uzeri a

5. RADIUS istemci kurulumu: VigorRouter't RADIUS sunucusu olarak kullanmak isteyen 802.1X kimlik dogrulayicisi
i¢in, 2. adimda ayarlanan VigorRouter ve Shared Secret IP adresini girmeniz gerekir.

Radius Server

Use internal RADIUS Server
IP Address 192.168.1.1
Port 1812
Shared Secret DrayTekl
Session Timeout 0
oK
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6. Yukaridaki adimlardan sonra, istemci cihazlar RADIUS istemcisine (dogrulayici) baglandiginda ve aga katilmay1
denediginde, 1. adimda belirtilen kimlik bilgileriyle oturum agabilirler.

all P

Enter your user name and password

userl

7. Diagnostics >> Authentication Information boliimiinden, Network Administrator her kullanicinin son basarili
kimlik dogrulamasini ve basarisiz girisimlerini kontrol edebilir.

Diagnostics >> Authentication Information

Authentication User List Authentication Information Log

| Refresh | Clear |

User Name Authentication
user]
User Mame userl
userd
Total Faillure Times v}
Note:
1.This is the authentication list for router |Local so2.1x 0
2.For those clients are authenticated by ¢
Internal RADIUS 4]

Last Authentication Status

Application Type

Aythentication Result

Application Type
Authentication Result
Time

1P

Status

Local 802.1X

No record

Intermal RADIUS

SUCCESS

2015-10-06 06:22:35

1%2.168.1.11

Authentication success
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Sorun Giderme

Istemci cihazlar1 aga katilamadiysa ve Syslog "RADIUS SRV: Invalid Message- Authenticator from [Radius Client IP]"
gosteriyorsa, bunun nedeni istemcinin ve sunucunun Shared Secret ile eslesmemesi olabilir.

Firewal | VPN | User Access  Connection | WAN | IPPBX | Others

| System Time Router Time Host Message

\ 2015-10-06 14:08:32 Oct 6 06:08:28 DrayTek RADIUS SRV: Invalid Message-Authenticator from 192.168.1.11
\ 2015-10-06 14:08:32 Oct 606:08:28 DrayTek RADIUS SRV: Invalid Message-Authenticator from 192,168.1.11
} 2015-10-06 14:08:32 Oct 606:08:28 DrayTek RADIUS SRV: Invalid Message-Authenticator from 192,168.1.11
| 2015-10-06 14:08:32 Oct 6 06:08:28 DrayTek RADIUS SRV: Invalid Message-Authenticator from 192.168.1.11
\ 2015-10-06 14:08:32 Oct 6 06:08:28 DrayTek RADIUS SRV: Invalid Message-Authenticator from 192, 168.1.11
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