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AD / LDAP Sunucusuyla Kullamicilar1 Dogrulayin

User-Based yonetim modun da, tiim LAN istemcilerinin internete erigsebilmeleri i¢in bir kullanicit hesabiyla giris
yapmalar1 gerekir. Local kullanici hesaplar1 disinda, authentication , Active Directory sunucusu gibi harici bir
authentication sunucusu tarafindan da yapilabilir. Bu belge Router’i bir AD / LDAP sunucusuna nasil baglayacaginizi ve
LAN istemcilerinin kimligini dogrulamak i¢in sunucuyu nasil kullanacaginiz tanitir.
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AD / LDAP Profil Kurulumu

1. Application >> Active Directory/ LDAP >> General Setup boliimiine gidin, AD / LDAP'yi etkinlestirin ve AD / LDAP
sunucusu bilgilerini asagidaki gibi girin:

Bind Type: Regular Mode
Server Address: AD / LDAP sunucusunun IP adresi

Regular DN: AD / LDAP sunucusunun administrator hesabmin ayirt edici adi (DN)
Regular Password: Administrator hesabinin sifresi

oo o

Applications >> Active Directory ILDAP

Active Directory ILDAP Set to Factory Default

Active Directory [

General Setup ™ f\p profiles
¥ Enable
Bind Type Regular Mode *
Server Address 172.16.2.8
Destination Port 389
Use S5L
Regular DN uid=vpntest ou=vpnusers de=ms de=draytek de:
Regular Password
QK Cancel

Note:

After finishing the configuration of the LDAP profiles, they will be listed in the page of VPN and Remote
Access >> PPP General Setup. If you want to use the profiles for VPN authentication, check the boxes
under PPTP LDAP Profiles in VPN and Remote Access >> PPP General Setup first,
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2. Yapilandirmay1 kaydetmek i¢cin OK’a tiklayin ve Router’i yeniden baslatmaniz istendiginde tekrar OK’a tiklayn.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

® Using current configuration
Using factory default configuration

OK

3. Bir AD / LDAP profili olusturun: Application >> Active Directory/ LDAP >> AD/LDAP Profiles sayfasma gidin,
uygun bir dizin numarasina tiklayin.

Applications >> Active Directory /LDAP

Active Directory ILDAP Set to Factory Default

Active Directory /
LDAP Profiles

In:ex Name Distinguished Name

General Setup

[0 |~ | |0 | e |

Note:

After finishing the configuration of the LDAP profiles, they will be listed in the page of VPN and Remote
Access == PPP General Setup. If you want to use the profiles for VPN authentication, check the boxes
under PPTP LDAP Profiles in VPN and Remote Access >> PPP General Setup first.

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

4. Profili asagidaki gibi diizenleyin:

a. Bu profile bir isim ver.
b. AD/LDAP sunucusunun kullandigit Common Name Identifier girin (varsayilan olarak cn olabilir)
c. Router’in aramaya baslayabilecegi dizin olarak Base Distinguished Name’i girin.

Applications >> Active Directory [LDAP>>Server Profiles

Index No. 1
Name user managment
Common Name Identifier cn
Base Distinguished Mame ou=rd1 \EVADNSHNETSFBC\E4BEEBIERSIO95, @

Additional Filter

Note:

Please type in your additional filter for BaseDN search request.
For example,

1. For OpenlLDAP: (gidMumber=>500)

2. For AD: {msNPAllowDialin=TRUE)

Group Distinguished Mame =)
| OK | | Cancel |

Kullanict Yonetimi Kurulumu

5. Kullanict Yo6netimi modunun " User-Based" oldugundan emin olmak i¢in User Management >> General
Setup boliimiine gidin.

User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrator may set
differant firewall rules to different IP address.

- a management method based on user profiles. Administrator may set
diffacemtflrewall rules to different user profiles.

Notice for User-Based mode:

* In User-Based mode, Active Rules in Firewall will be applied to all LAN clients,
packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

* Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.
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6. Yeni bir kullanict profili olusturun: User Management >> User Profile bdliimiine gidin, uygun bir dizine tiklayin.

User Management >> User Profile

User Profile Table Set to Factory Default
| SelectAll |  ClearAll | | search |
Profile Enable Name Profile Enable Name
v admin
v Dial-In User

> & IP@IN [=

BNN-‘-._‘
Y gl |0 RS G0 [EN

7. Profili asagidaki gibi diizenleyin:

a. Bu hesab1 etkinlestir

b. Bir Username ver

c. External Server Authentication'da "LDAP" se¢enegini secin ve 3. adimda olusturdugumuz profili segin.
d. Kaydetmek i¢in OK’a tiklayn.

User Management >>User Profile

Profile Index 3
1. Common Settings

¥ Enable this account

Username |AD server
Password

Confirm Password

2. Web login Setting

Idle Timeout 10 | min(s) 0:Unlimited
Max User Login 0 | 0:Unlimited
Policy | Default v

// NE cotwebiaiagf items could be created as rules and which not z=t to active.
External Server Authentication |

<Wnagment

Log
Pop Browser Tracking Window 4]
Authentication ¥ wWeb ¥ Alert Tool ¥ Telnet
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Kullamer Girisi

8. Simdi, LAN istemcileri internete ilk kez eristiginde, Router onlar1 bir giris sayfasina yonlendirecektir. AD / LDAP
veritabanindaki bir kullanic1 hesabiyla girig yapmalar1 gerekir.

[ Viger Lagin Page X

& C | [1 192.168.77.1/weblogin.htm

Dr GYTek ' lgOr2360 Series

Username mamie_su

Password  [essssesey|

Login

9. User Management >> User Online Status sayfasinda, Network Administrator AD / LDAP sunucusu tarafindan kimligi
dogrulanmis kullanicilar1 gérecektir.

User Management >> User Online Status

Current Time : 05-17 11:09:00 Refresh Seconds: 10 v | Page: |1 v Refresh
Index User ~+  IP Address  Profile Last Login TimeExpired Time Data Quota Idle Time Action
1 admin  192.168.77.10 admin 05-17 11:08:57  Unlimited  Unlimited Unlimited BlockLogout Delete
2 mamie_su = AD server 05-17 11:07:11  Unlimited  Unlimited Unlimited BlockLogout Delete

LINUX

Vigor3900 / Vigor2960, LDAP / AD authentication igin {i¢ baglant tiiriinii destekler:

e Simple Mode: Herhangi bir arama yapmadan baglant1 kimlik dogrulamasini yapin.

e Anonymous : Adsiz arama yapin ve ardindan authentication iglemini yapin.

e Regular Mode : Router, ilk 6nce arama yetkisine sahip olup olmadigin1 gormek i¢in sunucu tarafindan kontrol
edilir, ardindan arama islemini gergeklestirebilir ve bind authentication yapabilir.

Asagida Basit mod ve Normal mod kullanma 6rnekleri sunuyoruz.
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LDAP / AD Kurulumu

1. User Management >> LDAP / Active Directory’e gidin ve yeni bir profil eklemek i¢in Add’e tiklayin.
User Management => LDAP | Active Directory

LDAP | Active Directory

Y Edit ] Delete 4™ Refresh

Profile Enable Bind Type Server IP Address Port
profile false 389

2. LDAP profilini yapilandirin
(1) Basit mod

LDAP / AD sunucusu basit bir yapiya sahipse bu modu kullani. Ornegin, LDAP / AD sunucusunda "ms.draytek.com
Domain’i altinda yalnizca bir varsayilan kullanici grubu "Users" vardir ve tiim kullanict hesaplar1 bu grubun altindadir.
Ardindan profili asagidaki gibi yapilandirabiliriz:

e Bind Type: Simple Mode
e Server IP address and Port : LDAP / AD sunucusunun IP'si ve dinledigi port.

e Common Name ldentifier: cn
Base DN: cn=Users,dc=ms,dc=draytek,dc=com

LDAP / Active Directory - X
Profile : simple
[/ Enable
Bind Type : Simple Mode ~
Server IP Address : 172.16.2.8
Port : 389
Common Name Identifier ; cn (Optional)
Base DN : cn=Users,dc=ms,dc=dr...
Group DN : (Optional)
Regular DN (Optional)
Regular Password (Optional)
Logout After(min) : -1 (User Management)

] Apply 3 Cancel
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(2) Diizenli Mod

LDAP / AD sunucusu birden fazla seviyeye sahipse ve kullanici hesabinin yolunu bulmak igin araniyorsa bu modu
kullanin. Ornegin, domain altinda OU "People” ve "Group" var; OU "RD1", "RD2", "RD3" OU altinda "People”, OU
"MIS", "PQC", "FAE" OU "RD1" altinda ve OU "People" altindaki tiim kullanic1 hesaplarinin dogrulanmasini istiyorsak,
profili asagidaki gibi yapilandirabiliriz:-

e Bind Type: Regular Mode
Server IP address and Port: LDAP / AD sunucusunun IP'si ve dinledigi port

e Common Name ldentifier: cn (Not: "cn" onerilen ayardir. Eger Common Name Identifier "cn™ olarak
ayarlanmamigsa, VigorRouter varsayilan olarak "cn =", "uid =" veya "sAMAccountName =" ile filtre génderir)

o Base DN: ou=People,dc=ms,dc=draytek,dc=com

e Regular DN: cn=vivian, cn = vivian, ou = fag, ou =rd1, ou = People, dc = ms, dc = draytek, dc = com ("vivian",
OU FAE altindaki bir kullanict hesabidir)

e Regular Password: Normal DN’de belirtilen hesabin sifresi

LDAP | Active Directory - ||
Profile : simple
'/ Enable
Bind Type : Regular Mode 2
Server IP Address : 172.16.2.8
Port : 389
Common Name Ildentifier : cn {Optional)
Base DN : cn=Users.dc=ms.dc=dr...
Group DN : (Optional)
Regular DN : lbn=vivian,ﬂn=vivian.0u=fa: (Optional)
Regular Password : sevessen (Optional)
Logout After(min) : -1 (User Managemenit)

= Apply (QJ Cancel

Regular modda, bir kullanici dogrulama istegi oldugunda, router ilk 6nce LDAP / AD sunucusu tarafindan dogrulanmasi
icin Regular DN ve Password™ii kullanir (a.k.a. simple bind request). Authentication basarili olduktan sonra, router bir
arama istegi gonderecek ve kullanic1 hesabinin Base DN kapsaminda olup olmadigmi kontrol edecektir. LDAP sunucusu
Entry 0’1 yanitlarsa, kullanici hesabinin Base DN’de bulunmadig1 anlamina gelir. Kullanic1 hesabi varsa, LDAP sunucusu
Entry / Path ile cevap verecektir. Router, yolla, kullanic1 hesabinin kimligini dogrulamak igin bind istegini LDAP
sunucusuna gonderir.
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LDAP / AD ile Kullanic1 Yonetimi'ni kullanin

1. User Management >> Web Portal >> General Setup’a gidin

Web Portal’r etkinlestir.

Bir Login mode sec.,

Authentication Type i¢in LDAP’1 segin

User Management >> LDAP / Active Directory’de olusturulan LDAP profilini secin
Kurulumu tamamlamak i¢in Apply’a tiklayin.

o0 oW

User Management >> Web Portal >> General Setup

Online User Status | General Setup  Portal Page Setup

Web Portal : ® Enable Disable

Login Mode : HTTF n

Authentication Type : .LDAP [+ check Sequence: Local->Guest->Radius->LDAP; SMS is independent of the above Sequent
LDAP Profile : user LA

Bulletin Board : Enable (s Disable

Block Mobile Davice : Enable (s Disable

URL Redirection After Login : User Requested b

A Timeout Setting

A Whitelist Setting

2. Simdi LAN istemcileri bir tarayici agip internete ilk kez eristiginde, bir giris sayfasi olacaktir. LAN istemcileri LDAP
/ AD sunucusundaki kullanici hesabiyla oturum acabilir ve basarili bir sekilde oturum agtiktan sonra internete erisebilir.

Welcome
{ )
Username {louis_hsu|
Password cesesces
Login |
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