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Kullanict Tabanh Mod RADIUS ile nasil kullanihir?

Bu yazida, User Management’i RADIUS sunucusuyla nasil kullanacagimizi gosterecegiz ve farkl
kullanici hesaplar1 i¢in farkli politikalar belirleyecegiz. Bu yapilandirmada, LAN istemcilerinin internet
erisimi i¢in kendi kullanici hesaplariyla oturum a¢malari gerekir. Yonetici farkli kullanict hesaplari i¢in
farkli kurallar koyabilir. Ornegin, Facebook'u ¢alisanlarin ¢ogundan yasaklamak icin bir kural

olusturabiliriz; Ote yandan, HR hesaplar1 olan kullanicilar internete herhangi bir sinirlama olmaksizin

-

erisebilir.
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Burada VigorAP Radius sunucusu olarak kullaniliyor.

RADIUS Sunucuda (VigorAP)

1. RADIUS Setting >> RADIUS sunucusundan RADIUS Server’i enable yapiniz.

2. Kullanict Profili Olustur:: Username ve password yazip hesab1 olusturmak i¢cin Add butonuna

tiklayiniz.

3. Kimlik Dogrulama Kullanicis1 Ayarlama: Authentication Client , 802.1X kimlik dogrulama
paketlerini VigorAP'ye gonderme iznine sahip ana bilgisayarlardir.Client IP ve Secret Key yazin ve

ardindan yeni bir istemci eklemek i¢cin Add butonuna tiklayiniz.
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RADIUS Setting >> RADIUS Server Configuration

I" Enable RADIUS Server

Authentication Type

‘ Radius EAP Type PEAP v

Users Profile (up to 96 users)

Username Password Confirm Password Configure
[[lHr veer veee [ Add || cancel |
NO. Username Select
1 employee
2 HR
| Delete Selected || Delete All |
Authentication Client (up to 16 clients)
Client IP Secret Key Confirm Secret Key Configure
|/192.168.2.1 vone eone ||| Add Cancel
NO. Client IP Select
1 192.168.2.1
| Delete Selected || Delete All |
| oK || Cancel |

VigorRouter’de;

1. User Management >> User Profile sayfasina gidin ve User based Mode’u enable yapin.

User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is a management method based on IP address. Administrator may set
different firewall rules to different IP address.

® User-Based is a management method based on user profiles. Administrator may set
different firewall rules to different user profiles.
Notice for User-Based mode:

¢ In User-Based mode, Active Rules in Firewall will be applied to all LAN clients, packets
that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

* Only Inactive Rules in Firewall can be set for individual user profile. In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.
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2. Sunucu IP adresinden paketlerin ge¢mesine izin veren bir firewall filtresi ayarlayin: firewall >> Filter

Setup'a gidin, Set 2'ye tiklayin, uygun bir kurali tiklayin.

a. Filtre Ruley’i etkinlestirmek i¢in enable yapin.
b. Bir Comments Girin.
C. Yoni LAN/DMZ /RT / VPN -> WAN olarak ayarlayin.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 2 Rule 3

|"’ Enab\el

Comments | Server
Schedule Profile None v |, | None v |, None v |, | None v

Clear sessions when schedule is ON

Direction LAN/DMZ/RT/VPN -> WAN v || Advanced |

Source [P/Country 192.168.2.2 I Edit ]
Destination IP/Country Any Edit
Service Type Any Edit

Fragments Don't Care v
Application Action/Profile Syslog
Filter | Pass Immediately v |
Branch to Other Filter Set None v
Sessions Control 0/ |50000
MAC Bind IP Mon-Strict
Quality of Service None v
APP Enforcement None v
URL Content Filter None v
Web Content Filter None v
DNS Filter None v
Advance Setting Edit
| OK | ‘ Clear | ‘ Cancel |

d. Hedef IP’yi sunucu IP’si olarak ayarlamak i¢in Edit’e tiklayin.

IP Address Edit

Address Type | Single Address * |

Start IP Address |[192.168.2.2 1

End IP Address 0.0.0.0

Subnet Mask 255255255254/ 31 ~

Invert Selection

IP Group MNone ¥ |, | None v

1P Object Mone v |, | None v

IPv6 Group MNone v

IPv6 Object MNone ¥ |, | None ¥ |, | None v
Country Object Mone v

| OK | | Close
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a. a) Address Type’dan Single Address’i segin.

b) Start IP Address’i olarak Server IP’yi girin

c)Click’e tikla ve kaydet.

b. Pass Immediately olarak filtreyi segin.
c. Click’e tiklayip kaydedin.

Not: Filter Rule’yi etkinlestirmek i¢in Enable kontrolii yaparak bu kurali Active Rule yaparsak, bu tiim
paketin kuralla eglesip eslesmedigini kontrol edecegi anlamina gelir. Ancak bu IP yapilandirmasinda
yalnizca sunucunun IP adresinden gelen paketler gegecek, IP adresiyle eslesmeyen diger paketler kimlik
dogrulamaya ihtiya¢ duyacak ve karsilik gelen kullanici hesaplarina uygulanan firewall kurali gegerli

olacaktir.

4. Facebook'u engellemek i¢in bir firewall kurali ayarlayin: Firewall >> Filter Setup sayfasina gidin, Set
2 tiklayin ve ardindan uygun bir kurala tiklayin.

a. Comments’lere Girin.

b. Filtre i¢in Pass Immediately’i se¢in.

Facebook engelleme ayarlarini yapmak icin URL Content Filter, Web Content Filter ve DNS Filter filtre
ayarlarin gidin.Daha fazla ayrint1 i¢in “Bir Web Sitesini URL Igerik Filtresi ve DNS Filtresi ile Engelleme” ve
“Sosyal Ag Sitelerini Web Icerigi Filtresi ile Engelleme” konu basliklarina bakiniz.
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Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 2 Rule 2

Enable
Comments block_facebook
Schedule Profile None ¥ , |None v, None v , None v
Clear sessions when schedule is ON
Direction LAN/DMZ/RT/VPN -> WAN v Advanced

Source IP/Country Any Edit
Destination IP/Country Any Edit
Service Type Any Edit

Fragments Don't Care v

Application Action/Profile Syslog
Filter Pass Immediately v

Branch to Other Filter Set None v

Sessions Control 0 / 50000

MAC Bind IP Non-Strict v

Quality of Service None v

APP Enforcement None v

URL Content Filter

Web Content Filter None v

DNS Filter 1-block fb v
Advance Setting Edit

. OK || cClear | Cancel

d.OK’a tikla ve kurali kaydet.

Not: Filtre Kuralim1 Etkinlestirmek i¢in Check'i isaretlemeyin, bu kurali Inactive Rule yapar, bu nedenle belirli bir
kullanict hesabina uygulayabilecegimiz bir policy olacaktir.

4. Calisanlar i¢in bir kullanict hesab1 olusturun: User Management >> User Profile sayfasina gidin, bir hesap eklemek
icin uygun bir profili tiklayin.

a.Bu hesabi etkinlestirin.
b.User Name’i Radius server username ile aym girin.
c.Radius’u segin.

d.Onceki adimda olusturulan facebook engelleme politikasini Policy olarak ayarlayin.
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Profile Index 4
Common Settings

¥/ Enable this account

Username HR Only support A-Z a-z 0-9 - . @)

Password Max:- 24 characters

Confirm Password

External Server Authentication | Radius v I

Login Settings User Online Status : Block/ Unblock

Allow Authentication via ¥ Web ¥ Alert Tool ¥ Telnet

Show Landing Page After Login

Idle Timeout 10 min. (0: Unlimited)

Auto Logout After 0 min. (0: Off)

Pop up Time-Tracking Window <

Login Permission Schedule MNone ¥ |, | None ¥ [ [None ¥ |, [MNone v
Policy

Max. Login Devices 0 {0: Unlimited)

Firewall Policy | Default v

The available options are the rules created in Firewal
== Filter Setup but NOT enabled.

Enable Time Quota 0 min. \:IU
Enable Data Quota 0 MB v \:IU

Reset Quota Automatically To Time Limit |0 min. Data Limit |0 MB

When *' Login Permission Schedule Ends

Schedule |Mone ¥ | Starts

Other Services

Allow this profile to be used by Internal RADIUS Local 802.1X
Log Mone ¥
I| OK | | Refresh | | Clear | | Cancel
e.0OK’a tikla ve kaydet.
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Son olarak ,LAN istemcileri internete erismeye ¢alistiklarinda giris yapmak zorunda kalacaklar.Caligan hesabiyla giris
yaparlarsa , Facebook’a erigemezler.

® https://www.facebook.com Q
Howto assignanl. @ Editing:Howtoas.. [ Online HTML Edit... »
@ 1921682 1/doc/user sta.. — O X |

® Notsecure | 192.168.2.1/doc/user st...

Hello,/ employee

El | Available time quota:
Unlimited

[his site can’t be reached

"he connection was reset.

ry.

HR hesabuiyla giris yaptiginizda ,Facebook sorunsuz galigir.

https://www.facebook.com

toassignanl.. @ Editing:Howtoas.. [B Online HTMLEdit.. [ 2.4 Email sMTP, P...

Email or phone

@ 192.168.2.1/doc/user_sta... — O X

fucebOOk ® Notsecure | 192.168.2.1/doc/user_st... _

Hello,
Facebook, letyou keep in tou| Available time quota: reQISte red
and family, and share every m Unlimited Always free!
life. -
Last name
o 2. L
} G, 0 A
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