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Yalmzca Belirli LAN Istemcileri icin Internet Erisimine izin Ver

Bu belge, LAN kullamicilarinin ¢ogunu internetten engellemek ve yalnizca bazi IP'lerin gegmesine izin vermek i¢in
Firewall Filter Rule’nin nasil ayarlanacagini tanitmaktadir. Bunu yapmak i¢in iki Firewall Filter Rule gerekir: biri tiim
LAN istemcisini internetten engellemek, digeri Internet erisimi i¢in bazi IP’leri gecirmek. (TIPS: DHCP clientine statik
bir IP vermek i¢in Bind-1P-to-MAC o6zelligini de kullanin.)

LAN Clients

A .

’ L~ Vigor Router
S

IP: 192.168.1.10

1. Firewall >> Filter Setup >> Set 2’ye (Default Data Filter) gidin, yeni Filtre Kurali eklemek i¢in mevcut bir dizin
numarasina tiklayin.

Firewall >> Filter Setup >> Edit Filter Set

Filter Set 2
Comments : Default Data Filter
- Filter Rule Active Comments Move Up Mowve Down
[ 1] & xNetBios -> DNS Down
UpP Down
up Down
UpP Down

2. Tim LAN kullanicilarmi internetten engelleyen bir Firewall Rule olusturun:

e Filter Rule’i etkinlestirin

e Yonlendirmeyi "LAN / DMZ / RT / VPN — WAN?” olarak ayarlayin, boylece bu kural giden paketleri filtreler.

e Kaynak / Hedef IP, Source Type ve Fragments “Any” olarak birakin; bu kural, tim giden paketler i¢in
gecerlidir.

e Filter Actionu “Block If No Further Match” olarak ayarlayin, bu, diger Filter Rule’ye uymuyorsa Router’in
paketleri birakacagi anlamina gelir.

e Kaydetmek icin OK’a tiklaym.

Filter Set 2 Rule 2

¥/ Check to enable the Filter Rule

Comments: block_all
Index(1-15) in Schedule Setup: .
Clear sessions when schedule ON: Enable
Direction: LAN/DMZ/RTAPN -> WAN v
Any
Source IP: [ =T
. . Any
Destination IP: =
Service Type: Any -
Edit
Fragments: Don't Care -

Application ion/Profi Syslog
Filter: Block If No Further Match + [

Bramrh ba MEhae Eilbar Sat. Mana -

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323



https://www.draytek.com/support/knowledge-base/5681

DrayTek metfast’

3. Belirli bir IP adresinin Internete girmesini saglayan bir Firewall Rule olusturun:

e Filter Rule’yi etkinlestir.

e Directionu “LAN / DMZ /RT / VPN — WAN?” olarak ayarlayin.

e Source IP'yi girmek i¢cin Edit’e tiklayin. A¢ilan pencerede, bir Address Type se¢in ve bu drnekte 192.168.1.10
ila 192.168.1.15 olan Internet erisimine izin vermek istediginiz IP adresini girin.

e Destination [P ve Service Type’1 “Any” olarak birakin.

e Filter Action’u “Pass Immediately” olarak ayarlayin, bdylece tanimlanan IP adresinden gelen trafik kaynagi
derhal kabul edilir ve Internet'e iletilir, eslesen baska Filter Rule olup olmadigini kontrol etmenize gerek yoktur.

e Kaydetmek icin OK’a tikla.

. | IF AQaress =alt  LOogle Lnrome
Filter Set 2 Rule 3 |7 192.168.1.1/doc/ipfipedt htm

¥ Check to enable the Filter Rule
pass IP Address Edit

Comments:
. I 1 Address Type Range Address T
Index(1-15) in Schedule Setup: r s " R —
Clear sessions when schedule ON: Enable Start IP Adcress 62168 110
End IP Addrass 1$2.168.1.15

Direction: .LAN,‘DMZ,'RTNFN% y Subnet Mask 2000
- Invert Selsction
Ay IP Group Nene v

. 4 ]
Source IP: Edit o 1P Group T
An or IP Object jone ¥ |
Destination IP: i - or IP Object jone T |
Edit IPvE Group None T |
An or None T |
Service Type: y - or IPvE Ghject vene 7|
Edit | or IPvG Object done T |

Fragments: Don't Care v

Application j
Filter: Pass Immediately v [

Pl el e PRl me il e e CIr T —

Simdi iki tane Filter Rule’miz var. Paketlerin ¢ogu, Filter Rule 2 tarafindan engellenecektir, ¢linkii Filter Rule 3'deki
filtreleme kosullarina uymuyor ve Filter Rule 3, belirli IP araligindan gelen paketleri filtreleyecek ve Internet'e
gecirecektir.

Filter Set 2
Comments : Default Data Filter
Filter Rule Active Comments Move Up Move Down

L1 Ci xNetBios -> DNS Down
L2 | v block_all up Down
| 2 | ' pass up Down
(it up Down
R U Down
L& | up Down
(7] ue

Next Filter Set None v
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