DrayTek metfast’

Bir Web Sitesini URL I¢erik Filtresi ve DNS Filtresi ile Engelleme

Bu makale, Router tarafindan belirli bir web sitesinin URL Content Filter o6zelligi ile nasil engellenecegini gosterir.
URL Filter 6zelligini kullanmak igin,
1) Bir Keyword Object Olusturma

2) Keyword Object kullanmak i¢in bir URL Content Filter olusturma ve (DrayOS modelleri i¢in) 3)Firewall Filter
Rule’de URL Content Filteri kullanma. Bu yazida, facebook sitesini ve uygulamalarini engellemek i¢in gerekli
konfigiirasyonun bir drnegini gosterecegiz.

DrayOS

1. Objects Setting >> Keyword Object’e gidin, profili diizenlemek i¢in bir dizin numarasina tiklayin:

e Name girin.
o Content bolimiinde "facebook" ve "fb" girin (Ayrica bkz : Finding Out the URL Keyword to Block)
o Kaydetmek i¢in OK’a tiklayin.

Objects Setting >> Keyword Object Setup

Profile Index : 5
Name Block_Facebook

Contents facebook fb

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

OK | | Clear | | Cancel
2. CSM >> URL Content Filter Profile’e gidin, profili diizenlemek i¢in bir profil numarasina tiklayin

Profile Name girin.

Priority’nin Either: URL Access Control First olduguna emin olun.
Enable URL Access Control isaretleyin.

Action’u “Block” olarak secin.

Edit’e tiklayin ve Step 1’de olusturulan Keyword Object’i segin.
Kaydetmek i¢in OK’a tiklayin.
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CSM >> URL Content Filter Profile

Profile Index: 1

Profile Name: Block_Facehook
Priority: | Either : URL Access Cantrol First v | Log: Mone ¥
1.URL Access Control
| ¥ Enable URL Access Controll Prevent web access from IP address
Action: Group/Cbject Selections
Block_Fa.. Edit
Exception List Edit
2Web Feature
Enable Restrict Web Feature
Action:
Pass v Cookie Proxy Upload File Extension Profile: | Mone ¥
| OK | | Clear | | Cancel |

3. CSM >> DNS Filter’e gidin, profili diizenlemek i¢in bir Profile dizin numarasma tiklayin.

e Profile Name’yi girin.
e UCF igin 6nceki adimda olusturulan profili segin
o Kaydetmek i¢in OK’a tiklaym.

Z5M == DN S Filter

Index Mo. 1
Profile Name Block_Facehook
Syslog All v
WCF Mone r
UCF |UCF-1 Block_Facebook v |
| ©OK | | Clear | | Cancel |

4. URL Content Filter ve DNS Filter’i etkinlestirmek i¢in Firewall >> Filter Setup >> Set 2. (Default Data Filter).
Kural diizenlemek i¢in bir Filter Rule numarasina tiklayin:

Etkinlestirmeyi Denetle

Yoniin LAN / DMZ /RT / VPN -> WAN oldugundan emin olun

(istege bagli) Facebook'u sadece bir IP adresi i¢in engellemek istiyorsaniz, Source IP’sini diizenleyin.

Pass Immediately igin Filter secin(bir sayfay1 engellemeye ¢alismamiza ragmen, bu makaledeki filtre eylemi
hakkinda daha fazla bilgi edinin)

URL Content Filter i¢in Step 2’de olusturulan profili segin.

e DNS Filter i¢in Step 3’de olusturulan profili se¢in.

Uygulamak i¢cin OK’a tiklayin.
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Application Action/Profile Svslog
Filter: IF’ass Immediately v I

Branch to Other Filter Set: Mone

Sessions Control 0 /60000

MAC Bind IP Mon-Strict

Cuality of Service Mone w

User Management Mone T

APP Enforcement: Mone v

IURL Content Filter: 1—Elnck=Facehuuk ¥ |

Web Content Filter: Mone v
IDNS Filter 1-Block_Facebook v | s
Advance Setting | Edit |

| Ok | | Clear || Cancel |

5. Ayarlar1 tamamladiktan sonra Router’i, URL “facebook” anahtar kelimesini i¢erdiginde web sayfasini engeller.
Ancak, engellenen sayfa, tarayicinin SSL baglantilarini kesmeye karsi korumasi nedeniyle gosterilmese de HTTPS web
sitesi icin de calisir.

€« C [ https://zh-tw.facebook.com

This webpage is not available

Sorun Giderme

URL Content Filter beklendigi gibi ¢calismiyorsa, liitfen asagidakileri kontrol edin:

Tarayiciin gerezini ve gegmisini temizleyin.

Bilgisayardaki DNS 6nbellegini temizleyin.

Bilgisayarmn default gatewayinin VigorRouter oldugundan emin olun.

Bilgisayarin DNS sunucusunu kontrol edin: Server internal bir DNS sunucusuysa, litfen dahili DNS
sunucusunun Gatewayinin VigorRouter olarak ayarlandigindan emin olun. Server VigorRouter'miz ise, liitfen

Firewall Rule yerine CSM >> DNS Filter’de DNS Filter Local Setting etkinlestirin ve routeri DNS server
olarak kullanan tiim LAN istemcileri icin DNS Filter Local Setting gecerli olacagini unutmayin.
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net

CSM >> DNS Filter

DNS Filter Profile Table

| Setto Factory Default|
Profile Name Profile Name
1. block_facebook 5.
2 6,
3 L
4 8.

DNS Filter Local Setting

DNS Filter

Syslog None v

WCFE hone v

uce [UCF-1 block facebook 'I

Enable Block Page ¥ Enable

Linux

1 Object Setting >> Keyword/DNS Object >> Keyword Object’e gidin, facebook URL'sine yeni bir tane olusturmak
icin Add’e tiklayn:

e Profile Name’yi girin.
e Anahtar kelime facebook ve fb’yi Member Table’ye ekleyin
e Kaydetmek i¢in Apply’a tiklaym.

.Ob]trm Satting == Kmyword | DNS Object == Keyword Object

_' Keyward Object " DHS Object ]

)E'Edt [Il] Detsts &% Refresn

Keyword Object =]
|

Profile - Facabook

3 nad [E] Save Frodils Mumbar Limit © G4
Mambar Tatie
||'ac:al:-30'-:

L

i/ |

Iember Table

Haote !
1. Tha maximum length allawed in a keyword memier is 60
2. fou May use DIanY charscter o separats each Keywond in & Keysord menmber.

[E] #opl 3 Cancel
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2. Firewall >> Filter Setup >> URL/WEB Category Filter’e gidin, yeni bir kural olusturmak i¢cin Add’e tiklayin:

Profile Name girin.

Etkinlestirmeyi Denetle

Filter Https icin "Enable" i se¢in

Keyword Block’a gidin, énceki adimda olusturulan Keyword Object’i segin.
Kaydetmek i¢in Apply’a tiklaym.

Firewall == Filter Setug >> URLWeb Category Filler

[ PFiter | iPveFiter | Aopicaton Fiter | URLWeb Category Fiter | QOFiter || Dataut Policy |
Iﬁ‘}ﬁml){mu il Deleie 4 MoveUs ¥ MoveDown  (f Rename % Refresh
Profila =)

Profile : Block_Facebook
¥|Enable
Filter Hifpe . = Enable Disable (For Keywond and Web Calegory)

Sysleg (s Enable | Disable

| T
If no object is selected in a categony, the carse of Any’ is applisd
L

Fitawall Dtgects
Source IF Groug
Souree User Profile
Source User Group
Souree LDAR Group
Source Guest Group
=] Action Policy
File Extension Accapd
Fila Extension Block
Hieyword Acespt
Keyword Block
Profile Member Table Edit =

hvvavvvvv

J] Facsbook facabaok fo §|

© |

3. Ayarlar1 tamamladiktan sonra, URL anahtar kelime facebook i¢erdiginde Router web sayfasini engelleyecektir.

i e~

/ I URL Content Filter x \
= C' [ www.facebook.com 7o =
URL Content Filter
by DrayTek
The requested Web page

from 192.168.21.100
to www.facebook.com/

that is matched with [ [facebookK] ]
has been blocked by Web Content Filter
Please contact your system administrator for further information.
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Ayrica, HTTPS web sitesi i¢in de ¢aligir, ancak engellenen sayfa, tarayicinin SSL baglantilarinin kesilmesinden
korunmasindan dolay1 gosterilmeyebilir.

[x b#rs.//mww.facebook.com

Your connection is not private

Attackers might be trying to steal your information from www.facebook.com (for

ple, passwords, messages, or credit cards).

Hide advancad

exan

because Chrome stopped the connection before any data was exchanged.

You cannot visit www.facebook.com right now because the website uses HSTS. Network

errors and attacks are usually temporary, so this page will probably work later.
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