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VPN pass-throughu Kurulumu
VigorRouter, VPN trafik Router’in LAN'm1 gegmek i¢in VPN Pass-Through’u destekler.
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VPN Server Vigor Router (NAT) VPN Client
IP: 192.168.1.10

Bunu yapmak i¢in, ihtiyaciniz olacak:

1. Router’in VPN servisini devre disi birakin: VPN ve Remote Access >> Remote Access Control Setup ‘a gidin,
Router’in LAN"ma iletmek istediginiz VPN protokoliiniin isaretini kaldirimn.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup
vl Enable PPTP VPN Service
[T Enable IPSec VPN Service |

d Enable L2ZTP VPN Service
o Enable SS5L VPN Service

2. NAT >> Open Ports’a gidin ve gerekli portu VPN sunucusunun IP adresini a¢in. Her protokol i¢in
gerekli portlar sunlardir:

e PPTP: TCP 1723 (Router ayrica otomatik olarak GRE IP47’yi de yonlendirir.)
e L2TP: UDP 1701
e IPsec: UDP 500 ve UDP 4500 eger NAT-T kullaniyorsa (Router ESP IP50'yi de otomatik olarak iletir))
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NAT >> Open Ports >> Edit Open Ports
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3. PKI kimlik dogrulamas1 kullanan IPsec i¢in, Firewall >> General Setup. 'da “Accept large incoming
fragmented UDP or ICMP packets” seceneginin etkinlestirilmesi gerekir.

Firewall >> General Setup

General Setup

~ GeneralSetup  Default Rule
Call Filter ® Enable Start Filter Set §__E‘>_st#1 v
) Disable
Data Filter ® Enable Start Filter Set
0 Disable

¥ Accept large incoming fragmented UDP or ICMP packets (used in some games and
streaming)

¥ Enable Strict Security Firewall
Block routing packet from WARN
L Ipvd W IPVE

IPsec VPN'in Sinirlamalari
[Psec ile NAT arasindaki uyumsuzluklardan dolay1 IPsec VPN gecisinin bazi sinirlamalari oldugunu kaydetti:

1. Authentication Header (AH) sahip IPsec, NAT headerin degistirilmesine izin vermediginden NAT {izerinden
gecemez

2. Outgoing birden ¢ok IPsec tlinelinin gegmesi i¢in, hem VPN kullanicisinin hem de sunucusunun NAT Traversal
(NAT-T) desteklemesi gerekir. NAT-T olmadan, ayn1 anda yalnizca bir tane giden IPsec VPN saglar.

3. IPsec kuralina sahip L2TP, transport modundadir; ancak hem VPN kullanicist hem de server NAT-T'yi
destekliyorsa NAT iizerinden gecebilir (Not: Tiim VigorRouter, NAT-T'yi destekler).
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