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Sosyal Ag Sitelerini Web Icerigi Filtresi ile Engelleme

Belirli bir web sitesini engellemek icin URL Content Filter kullanabiliriz;ancak tiim sosyal ag web sitelerini
engellemek istiyorsak URL’lerin her birini belirlemek ¢ok zaman alacaktir bundan dolay1 Web Content Filter(WCF)
kullanmak daha iyi bir segenek haline gelecektir. Web Content Filter ,Network Administrator’un LAN kullanicilarmin
ziyaret etmesine izin verdigi bir sekilde kontrol etmelerine yardimci olan kategori tabanl bir filtredir. Bu makale ,tiim
sosyal ag web sitelerini engellemek icin Web Content Filter’in nasil kullanilacagini géstermektedir.
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1.Yeni bir WCF profili ekle :CSM>>Web Content Filter Profile’e gidin,

e  Web Content Filter lisansinin etkinlestirildiginden emin olun.
e Yeni bir profil eklemek i¢in mevcut bir dizine tiklayin.
CSM => Web Content Filter Profile d

Web-Filter License

Activate
I[Status:C'y'ren] [Start Date:2015-12-15 Expire Date:2016-01-14] |

Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Look up categol URL. or report inappropriate categorization.

Web Content Filter Profile Table: | Setto Factory Default |

Profile Mame Profile Name
1. Default 5.
] :
3. 1.
4. 8.
Administration Message (Max 255 characters) |  Default Message | Cache : | L1+L2 Cache »

<body»<centers><br><bri><br><p>The reguested Web page <br> from %¥5IPF% <br>to ¥URLE <br>that is
categorized with %CL% <brrhas been blocked by %RMAMEX Web Content Filter.<p»Please contact
your system administrator for further information.</center:»</body>

Legend:
%SIP% - SourcelP, %DIP% - DestinationlP, %URL% - URL
%CL% - Category , %RNAME% - Router Name

OK
2.WCF Profile’1 asagidaki gibi yapilandirin:
e Bir profil name girin,burada Social Network kullaniyoruz
e Eylemi “Block™a ayarla

e Engellemek istediginiz web sitelerinin kategorisini se¢in,bir web sitesinin kategorisi http://www.cyren.com/url-
category-check.html adresinden kontrol edilebilir. Burada Social Networking” se¢iyoruz.
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3.HTTPS web sitelerini de filtrelemek i¢in bir DNS Filter eklenmesi dnerilir. CSM>>DNS Filter’e gidin ve profile
dizinine tiklayn.

CSM >> DNS Filter

DNS Filter Profile Table | Setto Factory Default|
Profile Name Profile Name
S.
£ 6.
3. 7
4. 8.

DNS Filter Local Setting

DNS Filter Enable

Syslog |None v |

WCE |None v
UCF |None v

4.DNS profilini asagidaki gibi diizenleyin,

e Profile Name girin
e 2 Adimda olusturulan Web Content Filter Profile olarak WCFyi se¢in.
e OK’a tiklayip kaydedin

CSM == DNS Filter

Index No. 1
Profile Name Social Network
Syslog Mone »
WCF | WCF-2 Social Network v |
UCF MNone
| OK | | Clear | | Cancel |

5.Web Content Filter ve DNS Filter uygulamak i¢in Firewall>>Filter Setup >>Set 2’ye gidin ve bir Filter Rule
numarasina tiklayin.

o Filter Rule’yi etkinlestir.

e (istege Bagl)Bu ilkeyi bazi LAN Hostlara uygulamak istiyorsaniz Source IP’yi diizenleyin veya filtre kuralini
tiim LAN hostlarina uygulamak istiyorsaniz, onu “Any” olarak birakabilirsiniz.

e Filtreyi “Pass Immediately” olarak segin.

e 2.Adimda olusturulan profil olarak Web Content Filter’i se¢in.

e 3.Adimda olusturulan profil olarak DNS Filter’i se¢in.

e OK’a tiklayip kaydedin.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

Check to enable the Filter Rule
Comments: Block_Social
Index(1-15) in Schedule Setup: k A ;
Clear sessions when schedule ON: Enable
Direction: LAN/DMZRTNPM -= WAN v
Source IP: An?Edit
- Any
Destination IPF:
Edit
Service Type: Any
' Edit
Fragments: Don't Care ¥
Application Action/Profile Syslog
Filter: | Pass Immediately M|
Branch to Other Filter Set: Mone ¥
Sessions Control 0/ |soooo
MAC Bind IP Mon-Strict »
uality of Service Mone ¥
APP Enforcement: Mone v
URL Content Filter: Mone v
| Web Content Filter: 2-Social Netwark |
| DNS Filter 1-Social Network ¥
Advance Setting - -
| OK || Clear || Cancel |

6. Yukaridaki ayarlar1 tamamladiktan sonra, tiim sosyal ag web siteleri, web sitesi HTTPS kullantyor olsa bile,
VigorRouter ile Web Content Filter ve DNS Filter tarafindan engellenir.

L (& I_‘ https://zh-tw.facebook.com I

B

This webpage is not available
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Kural Atlamak Icin Bir Sosyal Ag Web Sitesi Nasil Yapilir?

Erisime izin vermek istediginiz ancak sosyal ag kategorisine ait bir web sitesi varsa, URL’sini Web Content Filter’in
White List listesine ekleyebilirsiniz. Asagida érnegin "www.linkedin.com" aliyoruz.
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1. Objects Setting >> Keyword Object’e gidin, bir nesne olusturun ve s6z konusu web sitesinin URL'sinin anahtar
kelimesini Content boliimiine girin.
Objects Setting >> Keyword Object Setup

Profile Index : 1

Name linkedin

Contents linkedin.com

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

2. Web Content Filter profilini asagidaki gibi diizenleyin,
e White/Black List etkinlestirin
e Set Action’u “Pass” yap.
e Edit’e tiklayin ve 6nceki adimda olusturulan Keyword Object nesnesini se¢in.
e OK’a tiklayip profili kaydedin.

CSM >> Web Content Filter Profile

Profile Index: 2

Profile Name: Social Network Log: | Block ¥
Black/White List
< Enable
Action: Group/Object Selections
Pass v linkedin | | Edit |
| ———
] Group/Object Edit - Google Chrome = a X
Action: Block v — R = T
Groups Categor 192.168.77.1/doc/cfkwgob.htm @
Child Protection I I
e Alcohol B o setiGroup Edt
= | 6 Mt 6 18 Keyword Object 1-linkedin v
B o i B Pom & S¢ or Keyword Object None v |
School Ch or Keyword Object None v
Child Abu: or Keyword Obiect None v

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

3. Simdi, LAN kullanicilar1 bir Social Networking web sitesi olarak siniflandirilsa bile www.linkedin.com adresini
ziyaret edebilecektir

& C  § htpsyfwenwlinkedincom L

Linked iR N T

Forgol passwoed?

Be great at what you do

Gat started - it's fres

Sorun giderme
Web Content Filter beklendigi gibi ¢aligmiyorsa, liitfen asagidakileri kontrol edin:

e Tarayicimin gerezini ve gegmisini temizleyin.

¢ Bilgisayardaki DNS o6nbellegini temizleyin.

e Bilgisayarin Default Gateway’inin VigorRouter oldugundan emin olun

e Bilgisayarin DNS sunucusunu kontrol edin: Sunucu dahili bir DNS server ise , litfen dahili DNS Server’in
Gateway’inin VigorRouter olarak ayarlandigindan emin olun. Server VigorRouter'miz ise, liitfen Firewall Rule
yerine CSM >> DNS Filter’de DNS Filter Local Setting etkinlestirin ve Router’i DNS server olarak kullanan
tim LAN istemcileri i¢gin DNS Filter Local Settings’in gegerli olacagini unutmayin.

Linux

1. Object Setting >> Web Category Object >> Web Category Object’e gidin. Web Content Filter hizmetini
“Content Filter License ” iizerinden etkinlestirdikten sonra, baglamak i¢in “Web Category Object” de Add’i
tiklayin.

Objects Setting => Web Category Object »> Web Category Object

Web Category Object | Content Filter License

| @3 Add| D€ Edit [ Delete  ¢H Refresh
Profile Child Protection Leisure Business Chatting

No itemns to show.
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2. Bir profil adi girin ve filtrelemek istediginiz kategorileri se¢in. Burada Social Networking’i se¢iyoruz.
Ardindan, profili kaydetmek i¢in Apply'a tiklayin. (Not: Bir web sitesinin hangi kategoriye ait oldugunu
http://www.cyren.com/url-category-check.html adresini ziyaret ederek 6grenebiliriz.)

Web Category Object

Profile : DrayTek_WCF

Child Protection

Leisure :

[
|
Business : ‘

Chatting

Computer:  Social-Networking |

Other :

[‘ Apply (| cancel

3. Firewall >> Filter Setup >> URL/Web Category Filter’e git ve Add’e tikla.

Firewall >> Filter Setup >> URL/\Web Category Filter

| IP Filter ”.ApplicaﬁonFiIter |IURmvebc:ategoryFi|ter| QQ Filter |

)Q Edit m Delete 4% Refresh -ﬁ Mave Up ! Move Down ‘,g Rename

Profile Enable Filter Https Time Objer Time Grou| IP Object IP Group User Profil User Grou) File Extens File Extens Keyword F Ke

Mo items to show.
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4. Bir Profile Name yazin, Enable'yi isaretleyin ve Filter https i¢in "Enable"yi secin. Policy> Web Category Block
icindeki dnceki adimda olusturulan profili kontrol edin. Ardindan, ayarlar1 kaydetmek icin Apply'a tiklayn.

Profile *

Profile : DrayTek_WCF
(] Enable

Filter Hitps © |". Enable -::.: Digable (For Keyword and Web Category)

While no target has been specified, firewall rules are applied to Any object

Firewall Objects
&) target -
Time Object

Time Group
IP Object
IP Group

User Profile

Vv VvYVYywvyYw

User Group

= policy

P File Extension Pass
P File Extension Block
P Keyword Pass
[ 4 Keyword Block
4 Web Category Block

Profile Child Protectiol Leisure Business Chatting Computer Other Edit | |
[¥] DrayTek_WcF SociakNetworking X% |

[YE

5. Simdi, LAN kullanicilari, Facebook gibi bir web sitesine erismeye ¢alisirken asagidaki mesaji gérmelidir.

- o
[ URL Content Filter ® \_

« C # [ www.iacebookcom &l =

URL Content Filter
by DrayTek

The requested Web page

from 192.168.1.11
to www.facebook.com

that is matched with [ [Social networking] |
has been blocked by Web Content Filter

Commtouch. [ Misclassified report ]

Please contact your system administrator for further information.
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