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Firewall ile FTP Hizmeti'ni Engelleyin

Bu makalede, TCP port 21'deki trafigi engellemek i¢in Firewall islevini kullanarak FTP servisinin LAN kullanicilarinin
nasil kisitlanacagi anlatilmaktadir. Bu 6rnekte, tiim LAN kullanicilari igin bir firewall kurali olugturmak istiyoruz. Gerekli
konfigilirasyon agagida gosterilmistir.

Not: Router zaten gelen tiim trafigi varsayilan olarak engellediginden, yalnizca giden trafik i¢in (LAN'dan WAN'a)
firewall kurallar1 olusturmamiz gerekir.
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i = FTP

1. Asagidaki gibi bir profil olusturmak i¢in Object Setting >> Services Type Object’e gidin:
. Profile name "FTP" olarak yazin

. Protokolii "TCP" olarak ayarlayin
. Destination Port ‘u "= 21 - 21" olarak ayarlayin

LAN Client Vigor Router

Profile Index : 2

Name FTP

Protocol TCP v 6

Source Port =v 1 ~ 65535
Destination Port = v 21 ~ 21

2. Firewall >> Filter Setup >> Filter Set 2’ye gidin, bos bir kurala tiklayin ve agsagidaki gibi diizenleyin:

* "Enable" yi isaretleyin

(Istege bagl) Baz1 yorumlar girin (istege bagl)

» (istege bagl) Source IP’de Edit’e tiklayin ve bu Policy’e uymasi gereken IP’yi girin. Belirtilmezse, bu kural tiim
LAN hostuna uygulanir.

* Service Type ‘de Edit’e tiklayin ve 1. adimda olusturulan profili segin.

*  Filter igin " Block Immediately " segenegini segin. Router’in bu kural hakkinda log olusturmasini istiyorsaniz,
Syslog’u da kontrol edebilirsiniz.

*  Profili kaydetmek i¢in OK’a tiklaym.
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Filter Set 2 Rule 2

¢/ Check to enable the Filter Rule
Comments: File Sharing
Index(1-15) in Schedule Setup: i i X
Clear sessions when schedule ON: Enable
Direction: LAN/DMZ/RT/VPN -> WAN v |
Any

Source IP: —Eﬁ——l

5 g Any
Destination IP: T -

ice Tvbe: FTP
Service Type: Tl
Fragments: Don'tCare v
Application Action/Profile Syslog
[Filter: Block Immediately v| v
Branch to Other Filter Set: None v
Sessions Control 0 / 60000
MAC Bind IP Non-Strict v
Quality of Service None v
User Management None v
APP Enforcement: None v|
URL Content Filter: None M
Web Content Filter: None v | ¢
DNS Filter None v
Advance Setting Edit |

1. Firewall Rule enable oldugu siirece aktif olacaktir .Diagnostics >> Syslog Explorer’dan , Router’in 21 numarali
TCP portuna baglanma girisimlerini engelledigini gérebiliriz.

Diagnostics >> Syslog Explorer

Web Syslog USB Syslog

¥/ Enable Web Syslog Export | Refresh | Clear |
Syslog Type Firewall v| Display Mode |Always record the new event v |

Time Message

[FILTER][Block][LAN/RT/VPN->WAN, 25:14:02 J[@S:R=2:2,
2017-05-16 10:07:18  192.168.66.111:7134-> &I, #% [111.211:21][TCP][HLen=20, TLen=52,
Flag=S, Seq=1973572910, Ack=0, Win=8192]

FILTER][Block][LAN/RT/VPN->WAN, 25:13:57 J[@S:R=2:2,
2017-05-16 10:07:13 192.1173'1LT¥1 5.66.111:7126->M5 Zia.4, 5. :21][TCP][HLen=20, TLen=48,
Flag=S, Seq=1909807500, Ack=0, Win=8192]
[FILTER][Block][LAN/RT/VPN->WAN, 25:13:51 ][@S:R=2:2,
2017-05-16 10:07:07 192°168.66.111:7126->&5.23¢ 4 1.61 : 21 ][TCP][HLen=20, TLen=52,
Flag=S, Seq=1909807500, Ack=0, Win=8192]
[FILTER][Block][LAN/RT/VPN->WAN, 25:13:48 J[@S:R=2:2,
2017-05-16 10:07:04 192.168.66.111:7126->850¢ 21 1 :21][TCP][HLen=20, TLen=52,
Flag=S, Seq=1909807500, Ack=0, Win=8192]

www.netfast.com.tr www.draytek.com E-mail: teknik@netfast.com.tr Tel: (312) 232323




DrayTek metfast’

Linux
1. Asagidaki gibi bir profil olusturmak i¢in Object Setting >> Services Type Object ‘e gidin:

*  Profile name "FTP" olarak yazin.

*  Protokolii "TCP" olarak ayarlayin

* Source Port 1 ila 65535 arasinda birakin (tiim baglanti noktalar1 anlamina gelir).
» Destination Port ‘u 21'den 21'e ayarlayn.

Objects Setting >> Service Type Object @

\ Service Type Object

‘ £ Acd YK Edn [ff) Delete &5 Refresh Profile Number Limit - 96
Search | Search &/ Saarch ‘ | Soarch ) Search | & searcn *®
Profile Protocol Source Port Start Source Port End Destination Port Start Destination Port End

3 FIP TCe 1 65535 21 21

34

35

36

2.Firewall >> Filter Setup >> IP Filter’e gidin, bir IP Filter Group olusturun ve asagidaki gibi bir kural ekleyin:

*  Etkinlestirmeyi Denetle.

e Action i¢in "Block" u se¢in.

+ (Istege bagl) Router’in bu kural hakkinda log olusturmasmi istiyorsaniz, Syslog i¢in "Enable" i segin.

* Input Interface i¢in "Any" secenegini segin.

*  Output Interface icin “Any’’i segin

» Services Type Object i¢in 1. adimda "FTP" adl1 profili secin.

+  (Istege bagli) Bu kurali yalnizca bazi hostlara uygulamak istiyorsaniz Kaynak IP Object’de IP adresini segin.
Belirtilmezse, tiim LAN hostlarina uygulanir.

*  Apply ile ayarlar1 uygulayin.
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Rule X

Profile : BlockFTP
Enable

Action : Block v

SyslLog: Enable (e Disable
Input Interface : |Any [v

Output Interface : Any v

'Ifno objectis selected in a category, the case of ‘Any’ is applied

Firewall Objects

P Advanced Setting B
(=) Service Protocol

4 Service Type Object )

Profile Protocol ' Source PortStart | Source PortEnd  Destination Por... Destination Por... Edit
FTP TCP 1 65535 21 21 % [+

o

|
|

E
P Service Type Group
(=) Incoming Country Filter =

|~

B Apply  (Q Cancel

Filtre Rule enable oldugu siirece etkin olacaktir. Router’in herhangi bir FTP trafigini filtreledigini gérmek i¢in System
Maintenance >> Syslog / Mail Alert >> Syslog File 'a gidebiliriz.

| System Maintenance >> Syslog / Mail Alert >> Syslog File a |
(

| Syslog File ‘ Syslog Access Setup Mail Alert

M Refresh  [§ DownloadLog  Jfif Clear Syslog  Auto Refresh |10 Seconds |+

‘S@urclx i\S4

Log
<135>May 16 10:55:22 Vigor. [IPF-Block-block_file_shanng] BLOCK src ip 192.168.39.77 mac 3¢

>

AT dstp BHIEDNA1 L proto tep DPT=21, skbmark=1
UZmzGelr dst ip 5 293 41 A° proto top DPT=21, skbmark=1
W dstip it 2 216 proto top DPT=21, skbmark=1

.

<135>May 16 10:55:17 Vigor. [IPF-Block-block_file_sharing] BLOCK src ip 192.168.39.77 mac JUx.
<135>May 16 10:55:14 Vigor [IPF-Block-block_file_sharing) BLOCK src ip 192 168.39 77 mac 373
<135>May 16 10:55:13 Vigor: [IPF-Block-block_file_sharing] BLOCK src ip 192 168 39.77 mac 3 iwa @2 =4 "#dst ip 140 173 171 720 proto tcp DPT=21, skbmar

<135>May 16 10:55:11 Vigor: [IPF-Block-block_file_shanng)] BLOCK src ip 192.168.39.77 mac 3% & o5h dst ip £5.238.4 %81 proto tcp DPT=21, skbmark=1
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