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Youtube’u Yalmzca Bazi LAN Istemcileri icin Engellemek icin Vigor3900°ii Kullanin

Bu not, bazi LAN istemcilerinin Youtube'dan nasil durdurulacagini ancak yine de baz1 LAN istemcilerinden nasil
gecilecegini gosterecektir. Google hizmeti (6r. Google maps, google drive) ve Youtube bazen aym IP adresini
kullandigindan, YouTube’yi engellemek i¢in URL / Web Category Filter kullanmak bazi Google hizmetlerini de
engelleyebilir. Ancak, miisterilerin YouTube'a erigmesini 6nlemek ve diger Google hizmetlerinin hala kullanilabilir
oldugundan emin olmak i¢in LAN DNS ve IP Filtresi kullanabiliriz.

1. LAN istemcileri icin LAN DNS'yi Google hizmetleri i¢in SafeSearch Virtual TP'sini kullanacak sekilde ayarlayin:
LAN >> LAN DNS sayfasima gidin, bir profil olusturmak i¢in Add’e tiklayn:

a.

b.
C.
d

Status’ii kontrol et

Domain Name’e google.com yazin

Alias Domain Name alanina * google.com * yazin ve kaydedin

IP Adresine SafeSearch Virtual IP'yi Girin (Not: forcesafesearch.google.com igin “nslookup” yaparak Google
SafeSearch IP’si bulunabilir)

Ayari bitirmek i¢in Apply’a tiklayim.

-I LAN DNS =%
Profile : google
Status
Domain Name : google.com
€3 Add [ save Profile Number Limit: 7

Alias Domain Name

Alias Domain Name : | *google.com* m
Type: IP b

IP Address : 216.239.38.120

IPvG Address : £

Apply to: All LANs b

Note :
1. You should enable LAN DNS Redirection (on LAN General Setup page) to make this feature effective.
2.|F address and IPvG address CANNCT BOTH be empty.

B Apply @ Cancel

2.Force LAN DNS Redirection : LAN >> General Setup béliimiine gidin, kullanimda olan LAN
profilini tiklayin ve DNS Redirection’u etkinlestirin.

Ii Mare Subnet :
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i DNS Redirection - |E|Enable ) Disable
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E Apply @ Cancel
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3. Bir IP Filter Group Ekleyin: Firewall>> Filter Setup >> IP Filter’e gidin, Add’e tiklayin:

a. Enable kontrol edin
b. Group Name girin
c. Apply’a tiklayin

Firewall => Filter Setup == IP Filter

| IP Filter || IPVE Filter || Application Filter || URL/MWeb Category Filter || Q0 Filter || Default Policy
©x Add % Edit [[[] Delete & Refresh 44 Move Up ¥ Move Down
Group Enable

MNa items to show.

IP Filter = ||

Group :
Enable

VIP|
Comment :

(Optional)

=] Apply € Cancel

4. Tum trafigi Youtube’un izlemesine izin verilen bir IP grubundan gecirmek i¢in bir IP Filter olusturun. 3. adimda
olusturulan gruba tiklayin ve bir kural eklemek i¢in Add’e tiklaymn:

a. Profil adim girin

b. Islem igin "Accept" i segin

c. Enable’i kontrol et

d. Source IP Object’in sagindaki Add’e tiklaymn. Address Type icin "Range" 1 se¢in ve Youtube'a erismesine izin
verilen IP'nin Start IP Address ve End IP Address’ini ayarlayin

. Rule =
Vigor3900 Series [ =
I——————... Profile : VIP

Firewall >> Filter Setup >> IP Filter
Enable
J IP Filter IPv6 Filter | Applicati Action : |Accept w7 |
@ Add K Edit  [f]] Delete SUESELE
Group SyslLog . () Enable (@ Disable
4 VP Input Interface : | Any w
|ﬂ; Add | Y Edit ] Dell Outputinterface
Rule Enable Actiot
Ifno object is selected in a category, the case of ‘Any’ is applied
Firewall Objects
P Destination Country Object (At most accept 15 countries) =
= Source IP
4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
Source IP Object =[x

Profile : vIP & ] (2
Address Type . |Range ~
Start IP Address : 10.0.0.1
EndIP Address: 10.0.0.100

I Source IP Group

Appl Cancel
P Source User Profile B Aeey @ E
) Apply &3 Cancel
Al m
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5. Olusturulduktan sonra Object segin, sonra IP filtre ayarini tamamlamak i¢in Apply’a tiklayin.

Vigor3900 Series [ =
R R Profile : VIP

Firewall >> Filter Setup >> IP Filter =
| PFiter | IPvBFiter | Applicati Acton:[Accept ||
3 Add & Edit [ Delete NextGowp:| ]
Group SysLog © () Enable @ Disable
4 VIP Input Interface
Y€ Edt [ Dell| Outputinterface

Rule Enable  Actio
Rule  Enable  AClOl . objectis selected in a category, the case of Any' is applied

Firewall Objects

P Destination Country Object (At most accept 15 countries)
= Source IP
4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
Source IP Object =[x

Profile : VIP F1RE
Address Type©  |Range >
StartIP Address © 10001
End IP Address ©  10.0.0.100

P Source IP Group
Appl Cancel
P Source User Profile [ ooty @

E

= Apply @ Cancel

6. Diger Google hizmetine yonlendirilen tim trafigi gegmek icin 4. Adim'a benzer bir IP Filter olusturun. Kural
olusturmak i¢in Add’e tiklayin:

a. Profil adim girin

b. Action igin "Accept" i se¢in

c. Etkinlestirmeyi Denetle

d

Destination IP Object’in sagindaki Add’e tiklaym. Address Type icin "Single" segenegini segin ve Start IP
Address’e Google SafeSearch IP’yi girin.

e. Olusturulan Object’i se¢ip IP filtre ayarini tamamlamak i¢in Apply’a tiklayin.

ngor3900 Seriefil —l%

Firewall >> Filter Setup >> IP Filter Profile : google g
! [¥#] Enable
IP Filter IPvE Filter | App
Action : v —
Group . _
SysLog: () Enable (s Disable [
b VP
4 google o
©add EEdt [ " Any ks nit: 20
Rule Enable A |If no object is selected in a category, the case of ‘Any' is applied
Firewall Objects
I Source User Group
P Source LDAP Group
[=) Destination IP
4 Destination IP Object Destination IP Object |36
Profile Address Subnet Mask Edit
Profile : | e
vIP Range ron google | 2| —
Address T DT,
google Single ype Single ¥ | |
Start IP Address © 216.230.38.120 E
:
U Apply @ Cancel
|l Destination IP Group
o . i E
E Apply @ Cancel
el [
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7. Youtube’un DNS sorgularmi engellemek i¢in baska bir IP filtre kurali ekleyin:

Profil adim girin
Action i¢in "Block™u

PoooTe

secin

Etkinlestirmeyi Denetle
Destination DNS Object’in sagindaki Add’e tiklaym. Member Table’e "youtube.com" yazin ve Save’e tiklayin.
Olusturulan Object’i secip IP filtre ayarini tamamlamak i¢in Apply’a tiklayimn.

[ Apply @ cancel

Firewall => Filter Setup >> IP Filter
Profile : youtube
IP Filter IPVE Filter || Appli Enable
€3 Add € Edit [ Delel Acton:Block  |v
Group Next Group :
B vIP SysLog: () Enable (@ Disable
EyAdd YEEdit !
7 |Ifno objectis selected in a category, the case of 'Any'is applied
Rule Enable Ac 4 Juti VEZS
- | Firewall Objects
B Destination IP B
P Destination IP Object
P Destination IP Group
4 Destination DNS Object
Profile Member Table Edit
No items to show.
Destination DN S Object =% E‘!
4]

Profile : youtube - =
3 Add [[2] save | Profile Number Limit: 16
Member Table

Member Table : |youtube com i =

) Aoply @ Cancel

Yukaridaki yapilandirma ile, 10.0.0.1 ~ 10.0.0.100 arasinda IP olan kullanicilar Youtube’a erisebilir; ancak diger
kullanicilar erigemezler ¢iinkii DNS’in YouTube’dan sorgulamalar1 engellenir. Ancak, tiim miisteriler SafeSearch
[P'sinden diger Google hizmetlerine erisebilir.

Sorun Giderme:

YouTube beklendigi gibi engellenmediyse, liitfen sunu deneyin:

1. Tarayici gegmisini temizle
2. DNS onbellegini temizle. Windows kullanicilart igin bu komut istemine “ipconfig / flushdns” yazarak yapilabilir.
3. Istemcinin varsayilan Gateway’inin VigorRouter oldugundan emin olun.
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