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DrayTek netfast

SADECE BiR KACI HARIC COGU WEB SiTESINi ENGELLEME

Bu makale, bazi web sitelerinin ¢gogunu engellemek ve yalnizca birkag tanesine izin vermek i¢in URL Filtresini nasil
kullanacaginiz1 gosterecektir. Diger LAN istemcileri internete kisitlama olmadan erisebilir. Bu uygulama, misafirin web
sitelerinde kaynak ve hizmetleri aragtirmasi igin lobisinde bilgisayar saglayan kiitiiphaneler gibi kuruluslar i¢in idealdir,
ancak misafirin bu bilgisayarlar1 diger kullanimlar igin kullanmasini istemez.
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1. Sirketin ana sayfasi i¢in Keyword Object olusturun: Objects Setting >> Keyword Object sayfasina gidin,

diizenlemek i¢in bir index numarasina tiklayin.

a. Profile name girin.
b. Contents’te gegmek istediginiz web sitesinin URL’sini girin.

c. Kaydetmek i¢in OK’a tiklayim.

Objects Setting >> Keyword Object Setup

Profile Index : 1
MName DrayTek_home

Contents draytek.com

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.

Example:
Contents: backdoo?72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

| Ok | | Clear | Cancel_

2. Benzer sekilde Google hizmetler igin bagka bir Keyword Object olusturun.
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Objects Setting >> Keyword Cbject Setup

Profile Index : 2

MName Google_service
Contents google gmail gstatic

Limit of Contents: Max 3 Words and 63 Characters,
Each word should be separated by a single space.

You can replace a character with Y%HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

OK | | Clear | | Cancel

3. URL anahtar kelimesini igeren web sitelerine gegmek i¢in URL Filter olusturun: CSM > URL Content Filter
Profile sayfasina gidin, diizenlemek i¢in bir profil indexine tiklayin.
a. Profile name girin.
Priority’i “Either:URL Access Control First” olarak ayarlaym.
URL Access Control’u aktiflestirmek i¢in Enable’1 isaretleyin.
URL Access Control Action’1 "Pass" olarak ayarlaymn.
Edit’e tiklayin. Acilir pencerede gegmek istediginiz URL’in Keyword Objects’ini segin.
Profili kaydetmek i¢cin OK’a tiklayin.
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CSM >> URL Content Filter Profile

Profile Index: 1

Profile Name: URL_allow
Priority: Either : URL Access Control First v |  Log: None v
1.URL Access Control
¥ Enable URL Access Control | Prevent web access from IP address
Action: Group/Object Selections
| Pass v | DrayTek_... Google_s.. | Edit |
2.Web Feature [} N Group/Object Edit  Google Chrome - olEl
Enable Restrict Web Feature | 7 192.168.1.1/doc/cHavgob.Atm Q
Action: 5
Pass v Cookie [ Proxy Upload File Extension Profile Object/Group Edit
1-DrayTek_nome ¥
or Kzywerd Object 2-Googls_service ¥
or Keywerd Objest None v
OK \L Clear { Cancel | or Keywerd Object None v
or Keyword Object None v
or Ksyword Object None '
or Keywerd Object None v
or Keywerd Object None v
or Kevword Group None v
or Keywerd Group None ¥
or Keywerd Group None ¥
or Keywerd Group None ¥
or Keywerd Group None v
or Keywerd Group [Neone ¥
or Keywerd Group None v
or Keywerd Group None ¥
oK | Cicsa |

4. HTTPS web sitelerini filtrelemek i¢in bir DNS Filter profili olusturun: CSM >> DNS Filter profiline gidin.
Diizenlemek i¢in bir profil numarasina tiklayin.
a. Profile name girin.
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b. 3.adimda olusturulan profil icin UCF (URL Content Filter) ayarlaymn.

C.

Kaydetmek i¢in OK’a tiklayin.

CSM == DNS Filter

net

Index No. 1

5. URL Filter’1 Firewall Filter Rule’a uygulayin: Firewall >> Filter Setup >> Data Filter Set (Set 2)’ye gidin,

Profile Name DNS_allow
Syslog None v
None v
CF UCF-1 URL_allow v

oK

| | Clear | | Cancsl

diizenlemek i¢in Filter Rule Index’e tiklayn.
“Check to enable the Filter Rule” u isaretleyin.
Direction igin "LAN/RT/VPN->WAN" secenegini segin.

o
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(istege bagli) Bu kurali yalnizca belirli bir IP araligina uygulamak istiyorsaniz Source IP’yi ayarlayin.

Filter Action i¢in "Pass Immediately"” ayarlayin.
URL Content Filter i¢in 3.adimda olusturulan profili ayarlayn.

Kaydetmek i¢in OK’a tiklayin.

Filter Set 2 Rule 2

I ¥ Check to enable the Filter Rule |

Comments:

Index(1-15) in Schedule Setup:

Clear sessions when schedule ON:

web_allow

Ll Ena bie

www.netfast.com.tr

| Direction: LAN/RT/VPN -> WAN v |
Any
Source IP:
Edit
Destination IP: Any
Edit
. Any
Service Type: —
/P Edit
Fragments: Daon't Care A
Application Action/Profile Syslog
| Filter: Pass Immediately v
Branch to Other Filter Set: None ¥
Sessions Control 8/ 32000
MAC Bind IP lNon—Strict v
Quality of Service Mone ¥
Load-Balance policy Auto-Select ¥
User Management None v
APP Enforcement: Nene i
IURL Content Filter: 1-URL_allow ¥ |
Web Content Filter; MNone v
| DNS Filter 1-DNS_allow v |
Advance Setting Edit
ST am— T Cancel
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6. Yukaridaki yapilandirmadan sonra router web sitelerinin cogunu engelleyecektir.

e'/,; 2 http://wwwyoutube.com/ 0 - & | @& Access Denied{URL Block) by... % |_|

The requested Web page has been blocked by URL Content Filter.
Please contact your system administrator for further information.

[Powered by Drayiek]

Ancak, URL’nin belirli anahtar kelimeleri igeren web siteleri hala kullanilabilir durumdadir.
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1. Lobideki IP adresi igin bir IP Object olusturun: Objects Setting >> IP Object’e gidin, yeni bir profil olusturmak
i¢in Add butonuna tiklayin.
a. Profile Name girin.
b. Address Type i¢in "Range" segin.
c. Lobideki cihazlar i¢in IP adres araligin1 Start IP Address ve End IP Address olarak girin.
d. Kaydetmek i¢in OK’a tiklayin.
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IP Object - || X
Profile : lobby
Address Type : Range \/

Start IP Address : 192.168.1.10

End IP Address : |192.168.1.20|

E Apply @ Cancel

2. URL’e gegmek i¢in bir Keyword Object olusturun: Objects Setting >> Keyword Object’e gidin. Yeni bir tane
olusturmak i¢in Add butonuna tiklayin.
a. Profile Name girin.
b. Yeni bir keyword eklemek igin Add’e tiklayin.
c. Member Table’da ge¢mesine izn verdiginiz URL’in keyword’tinii girin.
d. Kaydetmek i¢in OK’a tiklayin.

Haywaard Object =
a ,Iprmue : DnayTek |
h ' H Sae Profile Mumber Limit: 64
Member Tabie
C | Member Table - wws dratak com | i

(:I H Apply \3 cancel

3. Paket lobinin IP adresinden geliyorsa tiim paketleri engellemek i¢in bir IP Filter ayarlaymn. Firewall>> Filter
Setup >> IP Filter’e gidin. Yeni bir grup olusturmak i¢in Add’e tiklaymn. Grubun adin1 girin ve kaydetmek i¢in
Apply’a tiklayin.

IP Filter - ||

Group : Lok
Enable
Comment : (Dptional)

E Apply @ Cancel

4. Bir onceki adimda olusturulan grupta yeni bir profil ekleyin.
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i.  Profile Name girin.
ii.  Profili etkinlestirmek i¢in Enable’1 isaretleyin.
iii.  Actionicin "Block If No Further Match™ i segin.

Rule

i. Profile : Lobby

1. “lEnabie

I, Action: | Block_If_Mo_Further_ . | = |

Maxt Graug - |

1. Terminate In P Filter fgroup s assigned.
Hint: 2. Traverse Mier functions from led to right until Default Policy it group is set

ampty.
Syslog Enahle » Disable

Imput Interface - Any w |

Cutput Interface - Any w |

iv.  Source IP Object i¢in lobinin IP adresinde ayarladigimiz IP Object’i segin.

=] Source IP
A Fource IP Object
Profile Adilress Type Start IP Address End IP Adidres:
i’u". [¥ lobby Range 192168110 182168.1.20

v.  Kaydetmek i¢in OK’a tiklayin.
5. Belirli bir web sitesine erisime izin vermek i¢in bir URL/Web Category Filter ayarlaym. Firewall >> Filter
Setup >> URL/Web Category Filter’a gidin. Yeni bir profil olusturmak i¢in Add’e tiklayn.
a. Profile Name girin.
b. Profili etkinlestirmek i¢in Enable’1 isaretleyin.

Profile

. profile : |labby

Iy, [¥]Enable
Filter Https : (=) Enable Disable (For Keyword and Web Categond

SvsLod . (e Enable Disable

c. Source IP i¢in lobinin IP adresinde ayarladigimiz IP Object’i segin.

=] Source IP
4 Source IP Ohject

Profile Address Type Start IP Address End IP Add
[V lobby Range 192 168.1.10 192 168.1.

CI
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d. Action Policy > Keyword Accept’te gegmesine izin verdigimiz URL igin ayarladigimiz Keyword
Object’i segin.

=] Action Policy

I File Extension Accept
P File Extension Block
A Keyword Accept
Profile Member Table
cl. ¥ DrayTek whane draytek com

e. Kaydetmek i¢in OK’a tiklayin.

Kurulumu Dogrulama

Bu yapilandirmayla IP adresi 192.168.1.10 ila 192.168.1.20 arasinda olan LAN istemcisi i¢in lobideki bilgisayarlarmn
olmasi gereken, web sitesine anahtar kelimeyi iceren URL ile erismeye ¢alistiklarinda baglanti 1yi olacaktir.
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Ancak diger sayfalara erismeye calisirken bir hata mesaj1 goriinecektir.
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Ote yandan, LAN istemcisinin IP adresi 192.168.1.10 ila 192.168.1.20 arasinda degilse, Internete kisitlama olmadan

erigebileceklerdir.
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